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TR (RS WHZERNERD close ), HERIIF2I0E PAAFTLETIE,
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C. & MAC 7 00:0a:e£:3d:00:01, HH MAC 4 00:0a:ef:3d:01:02
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« SRR 2.17

1Pve6 HYHBLR N T AR 2BR 1P & ERRERAGIRIEE, 71 IPv4 ABLL, LUTFXHAE S MR SR
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3. 15

4.315

5531

6. 2531

7. 4253k 1
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KRR REHOREAER, XMEERITEFER&RLYN, ZEEHEEER, BXEAT
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BINBE. BRNERREEAREE. KR REMN cache, R - PENBFAT, &
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A, 100 B. 101 C.110 D.111

= SJR8 2,19

12345x12345 = 1105266261 FRARE SRR,
A B. A\ C.+t D. N
=+ ]R8 2.20
LIRS RO ARE
A WFESTED B, BB C.IERIMIT (Bt)
D, Xof #i2 [A) 6 2 E. XHEH F. RE&SFhEEE

« SJR% 2.21
FAE AWK 5 B, &BITHEREARRAT : . 3t t, 2t t, WERESEPIT 10 5
8%, MEmRR o
A.0.1428/t B. 0.2041/t C.0.2857/t D.0.3333/t

HAZE—REEEEARZRGE | 25 55
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SIR% 2.22

M CPURZRZEM L&, LIF CPU M2 R H AR AN A] o

A Intel64 B. MIPS C.ARM D. Power
3R] 2.23

CHIKE R A 9 ASCIL 1502 65, /NEFEE a i) ASCIL 1542 97, LI FAREHAS & c P kS
FREE RN NG TR o

A c=(c-"A")%26+'a’

C.c=c-'A'+'a’

B. c=c+32
D.c=("A'+c)%26-'a’

S1 2.24
PITFARE T - IR EVUR REEH 0 B0 R4 1) 2 °
A.CPU B. Cache C.RAM D.ROM
3] % 2.25
AT R, HAERZ o
int func(int num, int i) {
int tmp = ~((1 << (i+1))
return num & tmp;
}
A KA num A9 i DREE N 0 B. ¥ num i f7iXEH 0

C. % num Ay i frEHERUR
E.¥numfifiZ ol (%) FE
SR 2.26

BT REFE:

int a = 14, b = 15, x;
char ¢ = 'A';

x = (a & b) && (c < 'B');

PATERRFERG, < BIEA o

A | true B, false

D ¥ num B i (8 B

F. DL By Ay
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M 20 th4d 70 FEAR A F] 80 4EAR A, Digital Equipment ) VAX JHEHLE—FPAEH AT HIHLAL
ERA/RKIZH AND #l OR#E4, HA bis (f7i%E ) Fbic (CilERR ) XFRTES, PiMR
A AR — MR T x M—MER T mo BNAES—ER 2, 2 ZARTEREN m AAE
x OIS EIH) . A bis 84, XMBUREY 2 £ m R 1 WENMERER 1. A bic 1
L, XFMEIERERE 2 76 m A 0 AL EIE N 0,

BAVEERS C pREL bits 1 bitc KITHEX P MRS RCR, HHH C WAgER, HE T
RAG Rk Rk

/* bit setx*x /

int bis(int x, int m)

{
/* Write an expression in C that compputes the effect of bit set */
int result = H
return result;

}

/* bit clear x*/

int bic(int x, int m)

{
/* Write an expression in C that computes the effect of bit clear */
int result = ;
return result;
}
+ SJR% 2.28
XHFANT eREL, 7E 32 LR GEH fo0 (2731-3) IU{H 2 o

int foo(int x) { return x & -x; }

A.0 B.1 C.2 D.4
*x S0 2.29
FFfde CPU 84T . RiFsEHE. £ CPU NIRRT R A IR B AL il & o
FAZB—MHEEERARERVE | 27 5
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b

A NFFBERR B, fR5H& C. A8t D B &8

Tl
e

e SR8 2.30

BRHAL TS A 64 DL, ENTATLIITEST, HAl ATty — Mefss. E8—1
B it as o B PIADN BHR A TSR MR G R ATE RS PR 2l 8] 0 BEA — KRR

32 BB . AT XA ZSR BB P A TR B, ROFE D LE1)8
A3t B. 5t C.6t D. 8t E. 16t F. 31t
« 378 2.31

10 5 A B [ ek ] — i B0 45 o

*

*

A TFIERFE BEFFHERMTE] | AN [E]
B, FIEMSE] , SFREmIE], 2K
C. FHmfE, SFEFFAfE, SR E
D fEREISE], FAEME] SFER7E fE]

)& 2.32

PI'F B, EREWEE b2 PR A ROR R R o

A BRI B. DMA C.i#iH

D . E E. fE¥f# 1/0 F. UL Evaal 7 K —
SR8 2.33

WIENFETA P1. P2, P33 IERRRF, &M P1. P2, P3 WMLSERFiasT, HANEHEM /O
ERAVER A 40T BRR (CPU HELAI 1/0 WRIEAR R e b — R & )

P1: 1% 60ms — I/O 80ms — & 20ms

P2: 3 120ms — I/O 40ms — 1% 40ms

P3.: 18 40ms — 1/0 80ms — 115 40ms

EVERR T PRI TR ZBEATT, ARASERGEX 3 ERT L RIEE 174 A B a2 o
A . 80ms B. 120ms C. 160ms D.200ms
JBER

2.18B 2.19B 220C 221B 222A 223D 224B 225E 226D
227x | m, x & ~m 228D 229A 230B 231A 232C 233D



BRIERFEMZ /N

fFigr

EER S (Operating System, &5 OS ) JE HAEBTIETHRAMUE M ERIZHMA RS, £E
TS E AR RGP, AN R AL B RGBSR A REBE1T .
BAERGM B R AT E IR EARRIRAMAFA, SR, TR L TR N A3 A

AEAERGE, MM HIRF A ERERAET R R FRAEMHE A 1 2R 1 )8 AT 358 Lin-
ux/UNIX #E RGFAIRE . —Bokil, BERGH EE R EZOTETTRINT

1.

WNAFR IR . WA BEARNT B IR, (B RA RGO Tl MBS IR PR 20K, —
FRAEAE R GRS i N AF 1 77 U BN IR PR N A . i VN AL, &
AN R A —A H C AU R L Atk 25 8], FERRIF SEPRis T, #HERSEHR
SRR FHAR P 4 K 100N A 1 RS LS PR M B N A7 st o RS SR IBUA) AR S ) 4 0
WAFSEHT | St . SRR I B N7 EE . A — 2 AP — Ul i MMU 8
i sem, PERETFHIARIRA, AR EAN RENFIEMARB RS

TP, NIRRT AT B AR 2ol ad CPU UTHE 258 i, —MOokUE, REniH
TP BRI R TR K CPU TR #IT, IR R IR R, —BeR Ao
WA, ZEARTRERANT . AR P SRR AR AT S5 B AL, 42 CPU TR BT %
FRIF ] o A 2R RTT, B MES R — A B, REERIE T — w2y
BLLR M — TS ] SXAREARAAT S5 AR A PRSI THL 2, BT IR MES K
if1E] &5 I CPU RS HAAE 55— BAL TR FPIRE, i T a0 8/ (HEX T
AHYEAD), FrLE NEGE R GAE R AT 255

WREH, HHEIA iﬁ?%ﬂ’]ﬁl‘iﬁué WHER, MERE, WRIENARRF BHERE
W, WLABRERAEF S, RN ZMES N TR&HUIREL H Tzt R i mmiR
fiLo ﬁﬁ%%ﬁk%%m%%iﬂ, FR B EERE S, PR STIRIE, (5L
PR AT LA ) B 7 N R B e s DB

L XHERSGE THELLUSCER T N BEEE A, LA 258 O TR 45 H SRR A7 %

SCHF ARG B TR, R EZ A BT SR R B S L N AR AT AR 5 s i
S ARGV R SRR

BRARBRAE R G A IR PP s AT R, R 428 ST 48AE R GE BRI Tt PR

\\\\\

BARZ s | 29
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O 30 | #moE HENE

13 RCC C P T FH R Pt

FEHBRMM AR, MFREEMNAH, NARFEEREER—HANER, 4HR
R R AR IR P B 773 th e A BRI DL FUE A 58 25— AR T ik
HEA AN A KIRVE RG], P LA N A A TR .,

B8 5x B

o IR 2.7 open, close, write, pipe. stat, mkdir. chmod. signal %
52 3 AL EH LAY UNIX RGEH A \ \ . o
€ mar

EERAGARH, SARERARSHAPS., BIERFENBRERFNOHIT A RS
P, BPAREESECHENMN=ERMTNARFBERFNES, STERTRERSR
HENDENSHEAAZS, ARSERXEGOMITERTRERGHRENES, TRUXF
B ERGEOTRE-ITARSNZIRANARS, ¥ TFEe—IMNARFXR, XED
k== EAE 0L R B C 8T B i =8,
NEZSHTHREEREREFFEN, RE—REEEE, TE5XL—RRRZENPHEAN
BRIERGIES . NABTHENARSHITIAR SR ETENEM RN E 8,
HARBMAPSHITRAHAANARSHITERAN TR BIREBALMY, —RiIE
T

1 ESTRBSH

2. RGEAPEHNARS.

3. AEARIT.

4. ARSHREEHRESEIRFS

5. APABERASER,
KRN ARFERENERFREAY, EEXFNSRESREIRPROEELERS
WA, RERGEMELRFABIERSERNABPSNEREEAMER, XTERE
SHRERAIEE, RENRERBSEAFFHRRE, £H7EFANRNOERE AZHKXE
AGEA, 9, —RUBRIESHBEREFERRFFBNRSLF %,



= {3 2.8 D

FE— MR, — MREFRREER R 3, 4, 2, 1, 4.5, 3, 4,5, 1,2, FF
KA LRU Bk, 5B A AR T AR S 43 5008 3 4, TUITEIZ I R] Hh A A B T URR

A.S=3, F=6; S=4, F=5 B.S=3, F=7; S=4, F=6
C.8S5=3, F=8; S=4, F=5 D.S=3, F=8; S=4, F=17
E.S§S=3, F=10; S=4, F=8 F.S=3, F=11; §=4, F=9
g tatn

MREMANGFEESE, EXRANEDEUSBEERNAR, N BEFZBESHIHAE, RE5IT

EMEMAFRRH T LN DBRNEFR, BAEGFEYERFR N/ NTFREPAIEE
BITNESHRENRLMIAR), FANKRRFAREEMAGFLRERNATRE, 5
PBAFENAEN, SERBHUSTRGSEIEREREBNT
R, —RARETRERNER, RABHRETEAZBNIL, BWHE LRUEKEX,
EXRBP, BERSTERR S =3 XMER, RASROT:

1. 33500), BRI, BREIER3

2. 47p6], BRI, BREFER34

3. 297508, ERIT, BRETR 342

4. 1358, GRIT, BREFFR 421

5. 43500, Wépth, BREFR 214

6. 5i[6], BRI, BREFER 145

7. 33508), BRI, BREIER 453

8. 41i8], &, BREFFR 534

9. 5908, e, BREIF345

10. 13708, BRIT, BREFFR 451

11. 29508, BRIT, BREFFZ 512
AR, EMEM LRUARED, £8ANEG PG, SNNENLEEZBDRIBREIRS,
ZFUSRIARAXNKRE, REA—ROEBFAFINERENEIME, XHKBRSES

Blo ER—TMHIRR,

RARZ 6
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G 32 | #o2E EMEE

KT BEME (Locality ) 893318, FMXNBERFEMAFEE, REEH cache i FHEES
EBo NENFEE, RENMEREH Locality RTE, E— N EMNITERKD, FAETEET)
cache locality: CPU cache. BRS3R TLB. BB EHFZ,

EEEE. REZANINEANEESE? BELEEPLEREK?

o {51 2.9 A

Linux R4 HHREAATHATSCFE T root 3 HA setuid, 24— N385 mike 847X MEFHT,
P R A R PR SE R P AR
A . root mike B. root root C. mike root

D . mike mike E. deamon mike F. mike deamon

€ min

BIUERG—MRBRTHEREMINGEN, EE-—NEENNRELP RZLELE, Lnx BETHP
(4R) fEAH B SHAMPRERHIAR, IRIBEIR. BFE AP BHTPRE S — R B8
#, ABFERRBAFPRTU, BN TESF (th@UXHEHRANESER ), XPR
BEME. SRNTAP. BRIEAF.
B2NMF, REEER (AP A) BERRPRET —MEFSAIAENAPER, BAER
BHAF (RZUBF) T NMEFN, ZOETRRXNMEF B ONR? & AKRE U?
Linux/UNIX ZFf DL E PR, R8BI setuid MLHISKH M, RIAEFRXRERF XHHPRE
B H— setuid FRIR

1. setuid B, AATERITIXNER BB RIZBIXDMEF X408 E 3 TARIZ 6o

2. setuid RE, MAERTXIMEFHNEZBLEENXNMERFNB P TR

LS

HPRBEHNHFE login B, YA EKBEI login ERARGH, login F2F F E1E
passwd ( A% shadow ) XXX F F° 89 profile 1S 5., BT passwd XS B8UR M, XX
A BEH root AP GE, HMEBPEER/S, REEITIRE login F25 XK setuid 7, X
BAF (ERERNEZBF ) BIEHET passwd X1, BREFHAREEA, BANTF
passwd X #0514 BR&EI7E T login BFBHEE, MARERTLREIE,
XR—IREERR, FRERM, f110, #Jaa BSEHRERENNG, BARNDHEE
BE, RENNBISERERESKRERNTHRNEERIBEZEENR, EPthHH( setuid &



M, ERE—AREREITUEBENR “setuid”, A JVM HABERERLERTMRBIINIR,

wx+x {585 2,10 ABCD
THURENFEWITER_
A EPXFHEER, AT LAME AR
B, R —MEMEM—MHERE, 2B LU %8R AIE % X (Ring Buffer )
C.RCU (Read-Copy-Update ), FrIHEIZATIHALH], XF T IHEIA ] LIR FHEER B gk
D, CAS ( Compare-and-Swap ), UNTC8ikk. ToBIBADIEFF
E. Z&BEIE T iR M 5 ik

& min
BHERES, THRBR— I EFEENIT, EXLTHOMSEATH, £EIANE
BERE "THRRE", AB/N9RE, BERERNERAXARN, NENMMENLIH
LARTH®RT —FEN, EEHNBME.
1. CASKREEAR A, 182 CPU AT M CAS HIHIESBEINN __Lock ZEF A%, X
7E SMP A A TR B EHFHF A RN MAERA,
2. X¥FRCUMS|, ZRAMUXADMRFRBEFEMN,

3. AEMRERE, Ht/LFE R hE o TR AURA B,

}

wx {BIRE 2.11

C
FHLSHIRG 7 (L REME— A E S @ . WIRIAEA 2000 T FHL S, FERIH A
WHEETFH SR, AN ET KRS RE_ .

A hashtable B. B+
C. 5 D. 434 = NoSQL %# %
& mir

T EEG L BEEMOEN, XETHERE, HESRNRLATR, AERILEEEW
tHRPRETNERBTATN,

FNSH 7 UARTURTE BN, BATEFSLFINS, XRNEUHEEHWATER
PEPTAERIRI T Mo 7 (L T HBIBIR T A 32 (B HRR, BBEEABMETHFER, X8

FAZzE—HEEE{RERGE | 33 JH




B0 34 | 2w tEMR

R EREAE, BgXEIRER—1 32 fgst, KEFEE S 40MB 5, I ARHRE
BIEANBARS|, EESUTHXIEH,
HARESNEIREN, BERTFH Locality i, BHERRGEBHFESRBANELS
8o Eotn, 7EJVM PERENRARAR AT ZRE, 55542 Java Heap B F -
KEAGITELASE, RAZEHHHBXELR, THRALEEE THXIEH, BXNEH
Fi R A X BRER TG FERHRALEY, RABR—RI2EKN, REHXBRER
T, MATNEWEER BT SHISHN T S EBX R,

INAAT]
w 3]l 2.34
TERAE RGN FHIIRBALSF v, ATHEREA .
A HEFETRRE B WP/ B C. Hiutik B 55 D. i RS

+ ZJR# 2.35

PIFF Linux R4 28 CPU ik aiRIZ

A ZAATLIFTIHTR B, ZMZARE AR

C. ZMEARE P RGBS D "] MBI SRR B L
« 3] 2.36

THIRFRASEEEMBES_ RIEFK.

A BT LR H R

B B A LR — A SO RO R

C. AT LU —ANREAE I SO R4

D B AT LU R — A TEA R SCH R G H B SR BERE

« 3@ 2.37
DU B, TEICERANE R G b F T L Bk A 57 o ik 25 1)

A . Cache B. PMU C. Timer D.MMU



< )78 2.38

Gy ZRGE R RE I )y RN B TR I R LG o
A FRGER W B (] A SR B, BZEBA S iR AR H
C. REHIALERES) D & RBHR T4

*x 3] 2.39
TRV guest FA SC test BIBTA L, BUFEMA B B HAURMSMUE A 2 BEEE . BERHIT
B, AR Is -al EHR VBRI SUFBERNL, Fok BRERE B GRS TR, 4
%ﬂez (o)

A, 566 B. 666 C. 700 D.777

* 370 2.40
Linux SCHF1 H SR FME—R RS2 o

A maps B. stems C. keys D.inodes 7 i

wex 3) 2.41
Linux XA HIAR A d-rwxrw-r--, AR HR A ERRE °
ARV H R
B, R BB MU AR Al 3e. AI'S, ATLA#EL od oA B3R
C. XA ERIR AL, AJ BRI T
D SCARREALH 51 BIAURR R s

#xex SIRH 2.42
KT Linux i /O Z D select Hil epoll, FHI Uik 4RI Z o
A select FIRT S AT DT, epoll R FH I sREHLE], Ao B Ltk
B. select ) R EERCN FD_SETSIZE
C.select BUE G THREI K%, HEREERZHTR
D epoll #0384 K& IF R iR, (HIEFRERAZHTR
E. epoll R AKE FD £ B 34 i 4vE TR
F. epoll it 3L 2 FAE ST B AR P I BE 38 B

BRZB—MEEEHARZRLE | 35 55
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*k

*
*

* ok Ak

b | F2F HENPZE

>IR3 2.43

XF UNIX ZGERBEMEERER S EY, THluisks EEEIRIY
A A[FEEIESC B, A ILEEE

C.A[EA D, AlRP AN HisE

E. F{E%FE F. B SR A7 B ORI
S} 2.44

E. %1 IBM ) PowerPC % big-endian =17/, T Intel [) X86 £ little-endian =97 /% . U1SR7EHD
fil a FERERYRE (AR 0x04030201, ARAMLALR a+3 BT 15 PIFEAERY(EAE PowerPC A1l Intel X86
A ol ilpe o

Al 4 B.1 3 C.4 1 D.3 1 E.4 4 F.1 1
31/ 2.45

THEHXTRGEHANHERS, HFRKE 0

A RGP LR R P AR G4 RE AT

B. ZG AR REITE SHRE B

C. FA RS AR R R B E R G IR IR 2RSS

D. ARG MAEBRERGHR B A REN R RED

E. ARGV L P Bl T & Uilsl 48y

F. REFHAHRYT —& H e 7E ARSI T IRIER &

S/ 2.46

—NEERBIREN, BB TY, #RMMEIRIELAREZS, IWRESSRSZEIES N
VilaIERE, BRIFHIINER

A FOTERAEMBE, AT EeEmat

B. SEAEARINE, A CopyOnWrite 7 AL LG #4E

C. o X B4

D, kA3



wx 3 2.47

MR R EHE] A P SE L AL BRALAY , RN A N RE.
A ERF B. B4 C. 817 D. 5/,

w37 2.48
HERGHA 5 GHEL, AN HBEFEMAME, eS8 R R AFHIE—F, N

EZ R MHBRSH5ES, MARKETS,
A2 B.3 C.4 D.5

s+ 3] 2.49
Linux #FR N FZ EERFE LT LA
1. #IX (stack)
. #X (heap)
3. BSS B ( bss segment )

N

4. fRA5EL ( code segment/text segment )
5. B#EBt (data segment )
A 311 B 5 ik 0 A U o
A decba B. ecdba C. decab D, edcba

wex 3]7H 2.50
SRR [EE AR B = ) R B A R o
AEH B.JHERF C.3X D . E#F E. £ZENF F, AW

x++ 3] 2.51

THIES, AT LA SRR R
VBCERE VIR R AR A R
fERAZLREN T RS 10 BEARERNSCE
I B R PR e b B AR B B R D e
EREAEREE
LB EEEAEME AR
- EEITTRBER RS TR

™ m g oW >

BARZE

mEEEkAZRLE | 37 58
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BH 38 | ®o®m ifmEhAE

JEER
234A 235B 236 ABCD 237D 238D 239D 240D 241ACD 242C 243E
244 A 245B 246C 247B 248C 249A 250E 251B

BiRMBIEEN

fisr

BF = HIREH + Hi%

BRI BEASELRE . £a . AMEi . RIBEH . EEH.

AR, BB EMRERREATE, Sz a2 4 AR TR R i) —
BIE

BE SBARS T RN ERCA N A, REELBAE, RS ERE, A3
Kot BRI SRR SR, B2 RIS H KRR N T,

IR — S Tolk ESEPRaf TR REAMOUE T (BHREH + Bk ), bRES
JEHAMRZHRTE, ELRURGHIAEE BRI,

R =18F + 1HHEE

X FEEMBAREHE T, REFFERGERTLL, ERRIEXLR TAESRP AR, R
ZRF RARME— BAE B SRR PR X S SR A BRI, A T R R R
Xt HF R

B 5
w B 2.12 D
R n NROT RIB R IME, 6 BRRR

A 4n/3 B.2n-2 C.n—-1 D.3n/2

%
BIEXENE/IME, BERH » MY, BEXANNEERER N, #EIEETERNME, B
BEERORE N 2(n— 1), XRE—RNEE, EERKENR/NMELEEXE,



ZRIEIBRESRNEREBEXREN, MUEHERANTE. — M HORATF SR
KE, BLABZERATOEIRAE, BNREXMEATERNNE/IME, UL
MEER, Rz, ®/MELRDERFNEE,

EETAENBER AR —E, RELENSEHTIER, TATEN 4R, REE3I KX
BRI, FIlEEHEENSLEEREA 3n2, BHE, 3 (HEL ) MI—ERLEB TR,
i, EFMAHMR 2 M ERY, BREWFIEE, LR EMITHHEIE A,
FABEEERS, OXARSEI, ERERENSR: AIHEELAEAEN, EollE
Rk LEMII. INTFRERENILUERBREXH,

ik

++ {58 2.13 A
HAERSA 1000000 P~ITE, WRNESRCREHPRERH 104TE, RA_ B,
A HEHERR B. & /R HEF C. P HEF D, HiZEHHF
& mtn

FANPELIRAREAERBER, TERATSIAN- N EXGIRTEBINEES
Top N HiFF[o)Rl, ARSARRZMHFRET,

SKBR £, N AEIEERFETT Top N HIF LB, TEXERIMNE, B Top N TR, &8
DT HF A IRE R T DU 1T Top N SBHEF A2, RBEM Top N 133, XHATUTAREH

6o

«*+x {GIEH 2.14

A—FAZEAEFRWIEEMNTEER, Hp G EA — SN G AR, HEEAT
R FE AT ZOm R A R ok o — 7R Bl .

N[1,12]
N[2,7]
N[3,4]
N[5,6]
N[8,11]
N[9,10]

TS SR AT SR A A

RAZE

MEEERAZRLE | 39 H3
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typedef struct node_t {
int left;
int right;
int n_children;
1 children;
} NODE;

int visit (NODE * node, int value) {
node->left = value;
int i = 0;
for(i=0; i<node->n_children; i++) {

2

return value;

int initLR(NODE* root) {

return visit(root, 1);

ER
1. struct node_tx**
2. value = visit(node->children[i], ++value);
3. node->right = ++value;

& mair
FAFENB—RALEEERRORFBOMEIEEN, XREELEHIETESEIREFME
PR EREIE, BEAX DA (parent ) XRRRNFE, AEH— I TRFRONEK, BE
B SQL &), MEERIEFERYN, FEARENSQLXE, HL SQLHUEEY FET connect by
BE, FREFHMEREAZRMCISER, BRXMIUEREIESQL, RAMTER



FARBENTRNELE, BUTEE.

1. lfe<rgt

2. W/hFREEAFTE (BEFITE) Bk

3. igt RFEAFH A (BEFAITE) Brgt

4. BFELERBAREENR, FRT S =(tht - Ift — 1)2
EREEEFEXMBFRBARNIE, BE 1. gt EARS], TURESTHRFR.

SELECT * FROM TREE_TABLE WHERE LFT>1ft_value and

RGT<rgt_value order by LFT

RN S REFE T EER RRRAN,

ERBEEMOEERAN. BHPSERIAE, FENEY, ERFRBDERFINR
LEIHEHE,

—RANBHRE. BTLEENEEEESEN, BPRD, ARENERE, EHEREH
ERFIREE,

FEATRMBNFBANNIREE, HREERLE. FFBHRE I, BWIRE rhto
A5, WRFUHATRREE, TUERAERRTELE, BLEMTSREEANEY,
TEREZ . RENEERREXNBITURAES,

=+ IRH 2.15 (rear - front + N) % N
TEFRBATINE S R (HFEBAL . BAETEE, TBHFAFIKER N ),
§ masn
AAEEEE, REE—NS. KA FEEEEN rear AR HR, It rear<front &%

Eo T ERI AR KETEEEXHER, HENERE. RIGRKESEEIOLN)
SEE, BANRESEENRIER, BlE% HITERHHEHLBERER,

» BiIRH 2.16 D
RIIERBOCREN « BAEAE N MENBEIER, DT RIFHEEIRE.
Ah(x) =k / N; B.h(k) = 1;
C.h(k) = k mod N; D.h(k) = ((k mod N) + N) mod N;

RARzZE

PEEERAZROE | 41 B5
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B mir
LS, ELEIETREREN "ISFEHE". BHEVESEBEDXENL L, RAEX
A N IS,

P_K = hash(K) mod N

BSIMBR—MREK hash REEREFNAHIDM, ERREATIET EH hash RER
BNA—EREEH, 5 hash(K)<0 B, BRI P K ANE, SREHER, MAFTEEED
XEF [0,N), XMEESRHAXBIERIEBHENTIM,
HOoXEANKE, ERNBETEDT.

1. BUEXE

2. +N
XERFEEH ARSI M,

C ELRIRTARE—REMAEIREEFE. SR K OEAL (4 I3 8 i ) £ hash(K),
RERSHARS FENEM, thn, EREFEEBFATEAEUSRRGTES, MA
EERENTEY, BENEARE:

1 #W AR (M4 fA6)) EE hash(K) MEF ERER% 16 9589, RILIAIE
N =10, BARL mod EFENIFS, [0,5] HIME =2 [6.9]0

2. BIERATEN = 16, LAT4ERNS, A K BRERENVEEIR, RARERFRREN
Y& ETXEX, RUERDS, tbanFEMaEELsa X,

o GilRE 2.17
HRNRKE B REER a b, HER BRI THER a Al b PHYTE node, FHBITZ(E
AR E/NMIEE.
& min
WREHRRNT S, BLAEMIBTSZGHAET S8R, B2 o Fb e mER
ZEEENY ¥, TESENEEDT .
BHESHER a f1 b BEIHERKE lenA F lenB,
{R1% lenA > lenB, M iA =lenA -lenB, iB=0,
AEBXRBH a, BEBTIA DT,



& af0b M merge B, —W—IHE, BFEMHEOTS, LEERIMERNEDBRLE
AR R,
R, BNEEER b KENMXIFMYE, tholsE lenB > lenA,

e Gl 2.18
Wk TR IR BB PG, S XES AP B A RSIR, FHIEIZIEH P Ui R
FRERDIRE. tban, P “xiaoming” #H AR GSRBE AR MR, ENAL TRE R
BN, FTUABRGEMA RS, FEETEREET . RGBS 5K MES ., WA —
GRE RS, REUBFEME 990 HRAHB,
LARASAAE LT, BRBRAPA 1, isARFSHEmMAr 2R L 58, HHS
RAEERZBPHIIEE.
2. XM BRI, HAE LTI, BARHP 8007, 1iHBTMAR 80% LI 1
YEBERI P, DO ande a5 PR 2 SRR P ik 3 R A AR 7
& min
1. BXEERER hashtable ZRERBEZEAFE, RATTREERREEEMT =,
hashtable 18K BHEH K -
(a) hash BVAEHN, BEEE hash P REANZOMLIE, ZHXTEH hash &
(b) ERATEREFHFRLEE,
2. HERORK, FROBENH,
R, FXXFPRAEZ EAF], 55 BloomFilter M T INERERSITE. REMEK, BEEE
%f BloomFilter X EAFUHE L TR
o BEIFBRRKE N
o insertonly, FoEMBRTE,
« EPFIRHE, FMUIEENAHELAIS mising THHH R
o WG BERIESH: hash . Nbits, URXBENSHERHRNEXER,
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M AT]
*+ S)RA 2.52

R ERTEATFHH aln] hER D TExWIEERE

A.O(n) B. O(n2) C. O(logn) D.O(nlogn)
~+ 3] 2.53

TH____ SBEREHHER A TR WA RIRE,

A PEFR B, & C.4EW D, TR

»» SR 2.54
—NKEN n WARITENEHATIMFERITE x, AR BIIHHF R

o

> o

n B.n-172 C.n D.(n+1)2

»+ S]7# 2.55
E—NTLENEHN n IEAE, RIFAFHAE o5 NERITENRMNBE M EE 2

2= 0
A.O(n) B. O(nlogn) C. O(nlog2n) D.O(nl.5)
** S]RR 2.56
Xt N ANEHTHEY, S ARRNFG T UTERPEEEREREKNE o

AVBREHEF B EHEF C.BWH#F DJEAHEF E.&#FEHF FRHHEF

~ 31/ 2.57

TERIMEOLT , T FUHER 7 s [H] 2 40 e/ N 2 o

A BHHF B. PUHEHERF C. HAHF D EHEF
~+ 37} 2.58

i) BERAREHT

A BHRF B, REHEF C. AH-HERF D. Ll -#R %



* R

* kK

* Kk

)i 2.59

THEXTIFIHEIF (Merge Sort ) FIULIEH IEHAYE o

A HET RASE HET

B, XT38 HES BB VA S EHERE , XL A I R 2 8 O(N log N)

C.TELprp, AR Z e E AR, RN E R BB PR HE R

D TEPAT AR HEF BIE A T RETE O(N log N) M 2ER B B R E MK E N N MIEE
B s

S]7% 2.60

BREAR AN RE, NRERMER, MRHEEREET—MA%E Key B 1000 &ic
Fo BARITHESNT : XFFRENAEMERE R d, X 1000 FKIEFRH dKi, K) HR/Do Xt

FRXE—MDFAER, U TSP RIESHE o

A XU BAF) B. "M C. XA

D A E.B# F. I F#AES

S]R% 2.61

E—RERAPIM TH, FH 20N ER 4T A, 10MER3HT A, 1MER2M A, 10
AEER TR, IR T B SRR o

A. 41 B. 82 C.113 D.122

SIRR 2.62

THXTF B Fl B+ WRIEGAH, RIEFAE o

A ARFEEE R B+ WL B TR A FHEE A7k s (]
B B WF B+ AR AT T SO R 5 454

C. B #F1 B+ MARREA St SHAIIUF LR

D B 1 B+ WA RO SRR R

1% 2.63
ARBMAEA AR R B otk vhae . TR FIIERERfR i rhRAGRE S, EHH

=]
= o

A THABRAERS, fRIRELIB MR B. MBRERIERT, MRHRLLRBNZR
C.BHALAERT, MRIRILLI IS D MBRERAERT, P RER ISR

BRARZE

FECERRERXLG | 45
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*ok A

ke

*h

* ok

SI/ 2.64

3R AT S BREE R head NS I HIE 512 0

A head==NULL B. head->next==NULL

C. head->next==head D .head!=NULL

E. *head==NULL F. *(head->next)==NULL
31 2.65

— MR ARLT I ABCDEF, NIRRT BERY A% 751 2 °

A . DEFCBA B. DCEFBA C.FEDCBA
D.FECDBA E. ABCDEF F. ADCBFE
3@ 2.66

18— MR hash BB A, EREKHE—FAFH hash l—MEE k, HAEE P(h) =275k =
1,2, -, 000 XM—ARAKNMIFRBES S PHE—DITCRI hash EETHIKIIES N A(S).

# h(S) I ARMITE max h(S) = 10, B4 S B/ R o
A.5 B. 10 C.512 D.1024
SRR 2.67

AT RMESENS (FERKE ., SRIKEHT, §—NKEE_LEDT S50 M HE
o) MR E SRR, BREAFRRIT TRTHRAFNRS., @8R - ERESHREDE
LA P o

A BRI, BUH RN B B 225

B, ISR DL, SRR BN BN

C. R IR AL, BTN A EZZE I

D FHERMIREENL, BERFBTAREN I E S

>4 2.68

TN T T E AR R AR R, IERRE o

L BT TS A BE 2 R (B
IL HERF IS



L. Z20E—NTEAMERN 1,
A RAT B. A I C.Ifn

*+ S]7% 2.69
FIWTA o B R R AFE R, FIH kit
A RCEERAR B. REEIHE C.HhIMEF

x 378 2.70

Skip List f2—MIEH L RIBIRLEHE, TRRRAEA . MER .
RS Pl A — TR 8 B IR DU B i ) & 2 R

D.1#1 111

D J AL

o

BEREZREYIH Olog N), X4

A.O(N) B. O(log N) C.0(/N) D.O(N log N)
#*+ ] 2.71
FAFHRvalibaba" i) ZHEHIMG K S MIGH fiio
A1l B. 12 C.13 D. 14
w 3)R82.72
B R B A SR, IBAXA R —E o
A R E B. B AR B &

C. ML RERHEMH - HZ 28 D BATERAM

JEER

252C 253A 254D 255A 256C 257D 258B 259AD 260B 261B 262A
263CD 264B 265D 266D 267B 268A 269C 270A 271C 272B

wmIZiE —é_
I

AR S T EIRE B SGES, %ﬁ%ﬁ%i"@*ﬂ%&ﬂﬁ";@f%ﬁ”ﬁo TERCFATHH

BRWEES, —REPEIEREX X HHGHITES, &

Eiao

FiEw AT,

FRiE X

Hig | 47

BE
©E
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AR = AR R RERNE, BITHSEAOQERREE S LB

SR F BB RE & BHER, FiE A LRI, (A2 R TINE &S, &
VR BB AR,

M TREAT LRSS, MEXENGAIEEZ, 7EROHRBEIREE, RITVSERARZTE
P CICH FERIRERL, RS, PTREEEAENHRGZEKEEMNT Java HEES . FTLATTRE
ARG Java EH R, Aidix AR MR RERERITE, BTN R CRIBKE

Bl 53 e
S PAT
SN BB B R

void move(void * to, void * from, size_t num) {

}
€ mtn
ARG EFREREHBEETEUTILE.
1. EERBIFABEX TS BEATX EHUZENER, ATHLEEES IRPBEEEL
B, IANEEXSER. REABHEF AE, SHXBEABELELE.
2. BEEEANTRENNE, EHENNZERGNTEK, MARMUENFTT AHEL,
3. BERMEHINTTF, FB5S CPU Cache Line th¥f 7%, XH T UE#H—FRSHE,

« 7R 2.20 n>07 (n& (n-1)) ==0 : false;
HEE—NREAIER, ATHB—MERE 2 5.
& min
KEEZRNAE:
1. NEEEMER,
2. (UIEEEIT, n = nk(n-1) BBRZER n KE—1 1L,
HRH) BRI AR KINBEERKTT, TN T RERERE, EHHEATRSEERT,
EXFMHZH hack IJS% .



http://graphics.stanford.edu/~seander/bithacks.html

http://bits.stephan-brumme.com/

« G 2.21 b =a - b; a=a-b;

FhFE T R EUS, RECHRER M B AR B HE

1 void Swap(int32_t &a, int32_t &b)
2 {
3 a += b;
4
5
6 }
& mw
XE—MIENTEXHRER, BTRERTEE, FUTEFFRGRTEEABINX
g, DEFAXBINTEASHSaEESR, BERTENEE. AEHSXE, BRES
EHEE,
THEGERFSEET— Mo, NRERZEGEEREHIZEAN? EEAEEMR CIES
HEREAE, BEXMBEMEERSERZER LY, 7 [B/IVE, &AE] BUEHRE
AthEEMIN, REANEFREBERRITURAEE,
FH—AEIE, BT XHRIENDE, BABMEOATATRNE? NRARBFE
RTANER—TTEAE. GENELER CPURTHRSAT, HEXXEBRT 7T IKN TR EHM,
AHE CPU B3,
KA T]
« )50 2.73
AT BFAER RN double (8 FHHIXUEEZAE) HEFEESARENE o
A.100 B. V2 C.10% D.0.1
E. 0.5

BAZB—RMEEEKAZRLCE | 49 B3
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w SJEH 2,74

Wt=1, a=2, b=-1, HUTif((a=b)>0) t=a++;/5 t HIEN o

A2 B.1

«* 37} 2.75

IR ARG E —1 C 1R & s AP IO HE S 2

AVICHRIES B.CiEE

« S]7R 2.76
T AR A 2 R o

int i=-1;
unsigned j=1;
if (i<j)

printf ("(i<j) A E\n");
else

printf ("(i<j) R A& Z\n");
if (j>1)

printf ("(j>i) A& Z\n");
else

printf ("(j>i) RA& L \n");

A, (i<j) M B. (i<j) ML
(j>1) AL (j>1) AL

wx 30 2.77

HATLIFICED, RTReioiissene

void main()
{
pid_t pid;
pid = fork();
if (pid < 0)
printf ("-1");

C.3

C. Visual Basic 15 &

C. (i<j) FmiL
(j>i) AL

DNYER-T:1)

D, (i<j) FML
(j>1) R



else if (pid == 0)
printf ("0");
else
printf ("1");
}

A.0 B. -1 C.01 D.10

= 3] 2.78

"E

*

PR E R AR . BUbIE . i, ICHF. TR THFENBRRIENIRIE S
AIEBHRR 0

A FEARTSIN RS AR iR B B S B R RO LS

B, RRET AR AT L5 G RSO FH R AR AR AR BT B4

C. for fEFM AR ] A8 3l H 1R 1E & IR B2 2 A A7 A Ui ]

D58 H 55 248 P TI (] B B9 15 & S B BT I T B K 198 %

== 3]0 2.79

SR REFFBYRT 3 MHTBE A TAER o
ARG IEREE A

B, AR BTl A

C.IREIMT . RERIMT . 1B S AR R A A
D AT IEE ST

1 2.80
H—FES Lua, BRI FEEE 1 728 (number ), SLhr FESUEE R SE, MEA B
SRR ER, N 32 7. 64 (iR EEE, ARALI T R F BT kPR Z o

A IR E A LAIE B BT XU BE 7 s

B i%iE F AT LA number 28159728 BAE U T AR
C.IZIEF T LSRRMER 32 B8+ 1D

DB B LS 32 U B B S L B REER

PAZE—FEEERAZRCE | 51 55
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«« Z]7H 2.81

TR FSTE BBt
int main(void)
{
http://www.taobao.com
cout<<"welcome to taobao"<<endl;
}
A HiAhEE B. #iF C. L %
D 5 E. 17T F. BFEITIER

w 3] 2.82
RS A L B i) E A 52 o
A EESE S RRRILRES
B, S HIE T BIRENEES
C. A ADoK AR AL 1) B AR
D LA S BFRYIAE S

»+ 3]0 2.83

Wint a=1,x=2;, PUTIEHa=x>176%x: (x=7);)5, L& a fl x WEIHIE 0
A .a=1 x=2 B.a=1 x=10 C.a=5 x=7
D.a=10 x=2 E. a=10 x=10 F. a=2 x=10

»x )78 2.84

4 n=6 i}, T5REAREEE o
int foo(int n)
{
if (n <= 2)
return n;
return foo(n-1) + foo(n-2);
}

Al B.8 C.13 D.21



x*+ 3]0 2.85

B2 x=500, W% pR%¥KAR EIERZ o

int fun(int x)

{

int countx = 0;

while (x)
{

countx++;

x=x& (x - 1);

}

return countx;

3

A2

»xxx SJE01 2 86

LITH XK CHERHUIET, FHRERE o

A AR — ORISR Bl T —3RNAE, [RISE/E A R R X SR AR, TS ER 7

HRAKENA

B. ¥k iImalloc (size_t) PREE FH B iF B I WL AR B 38 N AF /N PN A B
C. Tl AR K free (voidx) HIRW I E Z A MY N FEEL A BRIER S
D. ] LA i NFFE S BE i malloc (size_t) HIZH BEYHE NI

*+ 3] 2.87
Bichar *s="\ta\017bc";, MIEEH LR s IEEWFRFBIENFIEHE_
A9 B. 5 C.6 D.7
xxx 3]0 2.88
RRNTFREA BN AFEETRE_
A AR XAE B, A EH C.H—%EZXEH D XNEH

BAZEB—HEEEH{ARLRLE | 53 35
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+xex SJR 2.89
U UbERSERIE_ o
A SRR, R NA L
B. 51 FIBIER AL LG AN BEREIE , $85 AT IR PR iR AU R
C AR ERTI, (R M 2 H AR5
D, — M5 AT UEEREANERR— 54"
E. 5IfEME, $REH ek
BRESBOT LU B 5 R B RS 2R A

x5 2.90
PAERRHERA_
A FRH R BRA AR
B, 184t p # free B delete ZJ5, WA E N NULL

C. 1RETHAEBH T A B HIVE VL
D. #8475 & 5 NULL

xox S]E0 2,91
—ANE [ BB O FE 5T RO E U o

A, int (xptr) [] B, int *ptr[] C.int *(ptr[]) D.int ptr[]

#+x 3]R% 2.92
EUR: int x[1=(1,2), *p=x;, W p WRAGKAE . MEOSIEWS|FIRA0TTE
x[1] B2 o
A.int (xp)[2]; x[1] = *++x*p;
B. int **p; x[1] = **++p;
C.int *p[2]; x[1] = *+++p;
D

.int *p; x[1] = *++p;

sex 517 2.93
TibfliRT, EFRE o



*

*h

*x

A char const * pointer /K pointer 48 1] i) P77 X 35 9 N S A RE 1B ek
B. const char * pointer 37K pointer ANREFE [ B ) PN A7 ik

C. char * const pointer /K pointer $§ [ i PN 77 X 35 i I A BB B B
D\

const char * const pointer £ C++ 1B 5 P AEE
P

« 3] 2.94

PAF KF sizeof F1 strlen A DX 51 15k FR R IERf H) 2 °

A B sizeof ISHEURRIL, &84, strlen SLRIL TGS T

B. sizeof (ST LUEHIRAIKAL, thrlLLRASE, M strlen HEELALER N '\0' WFAFFRIER
S8

C. sizeof 1l strlen ENRTEGRIF /G217 A BETHE k&5 R

D. sizeof 7158 A ZHHE IS BT 5 WAERI R/, T strlen T3 A2 FAF 58 SEPRI BE
>/ 2.95

PIF&F CRFBIT A2 AU AR 2 0

A B R . static BEA THIREX, TN FHET

B. R AR g BV F U S AT sR R Pk, RIS R sk

C. 7EHE b EC AR Z A malloc BR%L, F+ HTEZEVHA free BREUREIX

D BRI AR E B2 R T HEZS (M R/, B /N R 3 2 A 15t

3@ 2.96

DA & T sR AR AR pR B H iR, AR o

A FRBEARE & X EREEN—F TR

B, HEAR R ETE SR AT AN A BT HATACRS

C. BREBIAR 2 —2H R B AR

D B AR bR B PR EISEAR P — A~ S 451

SJR4 2.97

XFEEE, UTUEPERKRE o

A P TE BB U2 R eE B B. Hra BR AT LR R BR AN

C. AJ LATEAS 15 pRE 1 FH R pR D, AT LATENTHE) pRE 1R FH B R R
E. Ul F#ERIEH F. DA FERANIERA

BARZE

FECERAERXLS | 55
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AN R RBIRA TR G TIRE, FEBE, #idHEC LW EE MRS A b
B, MXERBARRER, BEAEEREZR, WREEMRMIRRE, BART—
BTN .
A XPRERERBNBRE, EEES—R
B. ia HREMSR, FRMMOWRAG, EARBEHETER, HHEE A
C. HREREXBEAMFESE, i TER Bug
D FERE] Bk B B — T ER RS, U RE RE & B 1A &

JAEE
273BCD 274B 275D 276D 277A 278A 279C 280D 281F 282C 283D

284C 285D 28 BD 287C 288B 289E 290ABC 291 A 292C 293A 294C
295D 296B 297B 2.98B
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faigr

FHEEE PR, BRRETRRMER, TRINERFR™aetas, Ldam
BB HEEDR AR AL R . ThREER N T B, ARM P BEEEFEEEE T HA; o

fE IR, BUSEE P REMER A6, EUNSEE WA, i, £ld, X
KB EHBARA D,

FETREIRES, HF2EMEEERMEZRNNER; B WL TRENA, W5
FimE A EIE . NERENZDMAERD, BEAT LA " TBEMEEEE., T fF
SrRTTE, HEEREUR AN,

A REE BT S R ARSI HGA (WS B, 3RS MBCER SRR K
WHRERKNI L. HPNal, 8% ERARREL, XEEHIB—REERBRIER ., BHEIB,
BRAE S HBRGE, #id—RINEEREEREE, RARn—EAESRNmE,

WAEE LA EEE AR, SIA TN, BEMERE, MERR - MEETTE,
W x FoR—A S R R R A HIEAR S TRECPEE T AR R HiRbE
PREGIREE, BRA—JCiB, WA —on, ZSnEELITIRA. Fli: T(x) Fon x Bk, mi
FENZREE . Bl IxT(x) Fon, BEOF—FEESIRAER, M vx(T(x) NER, B
AEEAEIRIRER. BR, Ai— D aERIEMR, E— M aEREIRN.

BT, FERIERRE, BEAN > BRESUENT . (FTHANEERAT
MEAER, ATLURBN TEBEFM - M5, LA MRIOE, HERRERERBIN
IEf . WEtRUL, WRFEASER: “BERA ML, RILEEBubIR”; mHEL LRAX4
Zik, MAHBEMEEE ERIERY, MAASHESROEEISOIR, X TIR%ENE 4
ICRINRGE, R TRIERMNE, MUl HA SRR BOh IR K, BN,
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FEZHEHEARNARLEY, CHEFIEBAERN “PRIFR . K "R
ME AR E IR, REUNT . HERNERINF LR, WRZRI. M EsNEr)
i EEE: “AAWEEEZH0RE, AR, AR RS B R AER,
R AFIR . FIF SRR " A B/ NETE B R, s A e R
Beng?” FRBLG A TBEIOE, MRBAINEE AR, AAMRIE T ENE, el ATA
A HCFIRHIN" Z—, A SH% BCH . HARBEIREZ 2", BARGEEAE, b
BABRT “AHWFTARGECRRON Z—, B “RERGXEAFR" FE. 4587110
HAEME OIS . Hit, 7EfEsARaT, TR MUHILRr 4.

Bl 53 e
w1 3.1 ABD

A—RIFRAFh e, HAESKM A IE R A A S5, RBTERARE @2, A
B K, BARNE. IERPH ST — 88 (AL ], Q. K) 5
HARREE . WA, A TRIEXMRREGAE, FENTIIMAEITRIE_ o (A2
)

AA B.K C.4 D.7

&
RIBE, A KWKBENAPN, —BEXAKBESFTEZEBE, ZHNELRAELE,
ST 4, ELTEZELET, WREEEFE, BAKTENE, MuREEREMEH, © 1T
BEIL BRI T IR.
MNF7, BELAEMAN, BA, URETERFE, WZAELEFE.
HFEBNEZENTEN, BTEFTTIERE, AEEEENERE—BIL, ZIAREH

Ri% C HiFit Do
~ fiIER 3.2 E
THR S, HE—IERRRE o
A ARREAE IE R B. A 2~ 1E R 1R C.D M E #A IEH

D.BHI CH 1 IEWH E. C AIFH# F. DM FABA—IEWH
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XE—EEEHANTE, BEESFHIEM “TERIFR" NER. BTHABXFT—EIEH,
EfLEFELEM 6 MEMERE 1 NEH, T2, LELIERIEX 6 METUE— I,
RIGET A FH, WEHBSHEFE, HOET A RIEH,

RI&%ED B 5, NSWTArR (H—IEH ) FE, ©EUB HFRIEH,

RIEIETN C £, BRAEIA D, EHHR, RIBET D iR, EAREII B, CHEIR, BELik
I B. CEBIER, MAIECEED B 2516, FILED C BEE RN, SRIEFE, #iE
I C R IEH,

RIBPTEAERE L, BRETD FEH, MiENE FHo
BEHERFRIT—T, WM FALEH, TRRE\EHLEE, £ D HEERN, SsTENE
BHAPR,

MERFETIUEY, 2EHREREEFEESM&AHNERIH#TEN, EENBELHEE
KEAZBHMRONBELT, TE2ERNEIERE,

~ i1 3.3 B

FIGHERRFEAR A, B, C, D, Eit5 IONMIHFARTE, H 4 ZWART HLFRLE AT T il
Bl “TERC; AR 47

Zut: “BIFul; ARE 3.

Ait: “ERWE; BIRE 4.

T “HERD; CEFE.

PHERYKG, TFREAEN AR DG T — AR RS SHBRE A IHFNZ K, F
RAHEW, HER o

A.A B.B C.C D.D E.E F. JoiH ke

& min
HF—$H 8 MR, ENEP 44, EXRF-TREEH, BRELEHIE
Ko FRrEtHIEERER 120 Fh, Xt 8 NepEMABITIBA, #F 16 fER, HXME
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HF D. EMSHRE 1 R#ER,
Bit, BAESETOEHNBEPERNFERTERERBIPHFTEHMEEED X
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C#3, AdE%54 BIESE1, A% 3 B Z R
C#%3, AJE%4 B# 1, AE®E3 EJESE2, BH 4 ZHMZE
C%3, AdE%64 BHE1, AJE%¥3 ESE2, BIES4 DH1, CHE%3 HTrx
C%#3, AFE54 B 1, AJESE3 ES2, BIEH4 DIEF1, CHE3 s
CiHE% 3, A%4 DI 1, CH 3 HTrx
CiE%3, A4 B% 1, AEE3 D# 1, CIHE3 Tz
CiE%E3, A% 4 BIEFE1, A% 3 D& 1, CIHE3 HIWxE

FRBEHREIERITESNFIFEBE AWM T AR 7 RAMREEEBIFFEER,

HHBURLHZINFZ BECDA, EXMHIFEH—8,

BH—F, WA EE 7 RHAMERINR? REFERS 6 REE 5 ROHMRRZR?

o iR 3.4

F. 2. W3 ARFBEEERITEANG,

B

A, B, C3 AEMEBBEMMAANR, SAFEA

REAMPMIEA R, EENRY: “AXMBNKITFRARZCWET R, HE 3 BIFRAR
HERAER; NIARRSEL C XMRIEITF R AR " BRI, TF& N AR 51 MRS R E 5
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JavaScript & —FAIAIE S, AW~ BITEN EHEAENIREZES , B ZHF Web il
R ZH M AN sh AT eMsh ESR, M FMIUE I 5K EHAEEFB, JavaScript &
— VB RE S, BFnE SRR ECMAScript 6 ( fIFR ES6 ), B 78T JavaScript HIIEL:,
{4175 JavaScript B4 B — I THIX SR MIE S, ATLARSRRS & 220 KB R, B4 4
WHRFFKIES o Node.js B H BUH 15 JavaScript AUBEFF &M WA uaA H, tLEEFF &M S1T T A
M5 o, KKIRHE T A A B,

JavaScript 2 FINGH Z H AL OHRBIES , BUMERBPITAR , A7 FE/ 4 JavaScript ZAil
R, OAXTS . B . REL. S LANYE R TR SRR AT

15138 53
Xf5
B 4.13

function Type() {}

var a = {};

THE L EBREAMEATRIAN, BORBA G RAEH T 1 ) A R AL

a instanceof Type === true



& mn
7F JavaScript F, HET— P EEMNEBER/NAE, — TR typeof TEFF, EFEH typeof &
BHHAMXAS AXEEMNESHE— T, TRSIANEHAXENT R, BEIR
El"object", 55— N7 AR instanceof EEFF, B 5 typeof ZEFFIEM, ATFIRAEELLEY
HENEE, 5 typeof FEATREHRZ, instanceof FABRF X EPHIBFIAT R ARFESE
B, B,

var oStringObject = new String("hello world");

console.log(oStringObject instanceof String);

instanceof A — M EHM— P LFIRBTBTEMEE, ERESENERARTUELRKEXER
h AR — N LB RERETENEE, Flin.

/! FlBifooRTERFoo £ty 54, FARTEAARX LA E 4
function Aoco(){}

function Foo(){}

Foo.prototype = new Aoo(); //JavaScript & & 4K

var foo = mnew Foo();

console.log(foo instanceof Foo) //true

console.log(foo instanceof Aoo) //true

Bl 4.14
BT AMEEZZ, MNREE HERERK,

var obj = {a:1, b: 2, c:3};

console.log(obj);

AR

Object {a: 1, c: 3}

FRAZBE—MECERAZRGE | 125 TY
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& mir
£ JavaScript RAEIBSH, delete EERFIUMBHNRMNEM, ENRERNYE—NEMS
AFRAR, ENDEEITENS.

1. delete A2 ABHATRMNEKR, MASETRENZTHNEM,

2. delete ZEEMFRREMBREEBI, TRMBREEBME (EMBRUMFKBEMBTME XX
TEENREENKBRE, MEXSEWBFE%%KE Jz\_’/[\EqEF”E’\]Xq‘% Jo 4 delete &
RAMBRARI SR EEAEER (LM HEENEMT ) 2IRE true,

#aA

B8 4.15
ERHREEM—TE, R IR E—P &,

var a = [llall’ "b", “C"];

a. (Mamy; /) BT RATTARE, %iﬁﬂiﬁlf{%]

var first_item = a. O; 1/ BT FTERE, KAKEAS
& i

—RRE AR LB AL
1. Array.push: E&Zﬂﬁi%ﬁé‘ﬂﬂ—ﬁ\ﬁﬁ%ﬁ\iio Wllﬂ
a = [1;
a.push{'zero') // EXERFi— ML FKa=["'zero']
a.push('one','two') // BHMm#E A A% a=['zero', 'one’, 'two'l

2. Arrayunshift: Z 5755 push THEERAL, RINTE, BRIERINLES push B,
EEENENETBEA— IR, FEFEMTERRABINESNES L, .
a.unshift('-1'); // B EHEHFMm— AT HKa=["-1',"'zero','one’', " 'two"']

3. Arraysplice: ZAER—MMEA. WHRIBRBETRERNBR A ZE, ESREFTEE
M length BUHE N TEIESRNRINNES| &,

B TIEH0EA TN, RABETBLEIT Array.concat REZR M HE MA, BRAESRTIEHEL



4, MNNSREHFEERAN—PEIA, Fia.

var a = [1,2,3,4,5];
var b = [6,7]
var ¢ = a.concat(b);

//a:[1,2,3,4,5] ©b:[6,7] «c¢:[1,2,3,4,5,6,7]

AR TR T UEIT .
1. detele: STLUEMIBRXN REBM—REGE A delete STEFTEMBRIVATE, 1B delete BIEF
MNTHAKE, fn.

a = [1,2,3];

delete al1l; // aZ .51 ERBALE

1 in a; // false; A kF1FRAEHKAFTE L
a.length; // 3; deleteBEMH R FmsaKE

2. Arraypop: fCORRDKE 1 FRE#HM R TR HIE,
3. Arrayshift: 5 pop JENEERAN, B EARMBALBMEE— TR, ZBRESE
mEMITENRSIE,
BEBNTRIAR—T Arrayslice EERF, F'% arrayObject.slice(start,end); IERZ NS, 1B
B—NFNEA, BEMstart Bl end ( REIEZITTE ) 89 arrayObject FHITE,, EER, Z
FEFASEREA, MERE—MFEHA (5 Array.concat 18E ),

R E
il 4.16
function a() {
y = function(){
X = 2;

};

return function() {

BARZE
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var x = 3;
yO;
console.log(this.x);
}.apply(this, arguments);
}
a();
&

eSS

ECMAScript SIS AT B REEE X T call() 5 apply() BN A3k, BATTLUEXBNFTEEE
RENMNNRNAE, BISARAFENFERREEBHEE (tbtn, Object.prototype.toString )
call ¥0 apply WE— N LSREPHRBENIN R, ERBALTX, ERBAEREIT this 5k
REXEHSIH, SEE: 78 ECMAScript 5 B 8#E R P, call F0 apply W B — P LBHETH
this 8{&, WHEANISERBEEZER null,

NF call ki, E—PMBRALTXLSZENAEXSHEREGAFAARKNE, L
f.call(this,1,2);0 apply 777EF0 call K40, EEANHNLSHERM call BEARE, EHLSEK

—MNEE Y D, fapply(this,[1,2]);0
WEH—R, HEXRREXNROAIIEH, BIRENRE this FEEHRZE,

Flf% 4.17
RGN AP EGR AT, TS IERNE o

A . click — touchstart - touchmove — touchend

B. touchstart - touchmove — touchend — click

C. touchstart — touchend — touchmove — click

D. touchstart — click - touchmove — touchend

& marn

JavaScript 18 PC s R EH B EE S HEHNEZESHNRE. AFHESHNKEEE
(tb4hEFEHER i0S 0 Android &% 9 Webkit RIZHN mBFHANEN ARRFE@H We-
bview ), BHFBRES "12H" & "HK" 098 ( ERERAERN— N EES—1E



click E#KITBHTER ), FINESE KK "B 5, NERBELS—RNE, EEEXR
HIMBH "ESNETREM, WRE, W "MK BiE, TN, TERCHINARR
TREMK, MEREE "dick”, EHABHMEK dick 34, §% "E&% ( FEEMBEREIEA
RENNELRE ) § dick BHBERASTEIR 300ms,
TRTERAREZE, RINAEEBINFEH Web FFRT, BTNMHENEKB miEE, PC
t# click BHEXEBRRMNMEK, touch FHNIEGHFERIMX—ZHo touch BHT A
1. touchstart: ARRFFISHIBTRALE
2. touchmove: FIEERR LBIHEREAL,

3. touchend: AHIEZERAIEHEREA o

B 4.18
T XTF JavaScript FFHI IR FEIRATZE o

A click, mouseenter. blur {42 LLE A

B. mouseenter, mouseover 7 = W W4%F T2 A XA HY

C. R AR B P~ B B

D7 Chrome #', B[ LM ff addEventListener 43 TG R R4

& mr
HIA: AERFAEEHEITUER, EP blur. focus. load. unload FEEEE
W B: FAERARMEHFEHMETRRAEF TR, BEAK mouseover -, XA mouseout,
REERFEH T ERE TR, A SHE mouseenter E
HINC: EHEMRTEFIE, BRRETFIR, BV ETBHE, WRTahE, RE
BREE, XN HERFRA “HIRBIER ( Capture )'; MITEHRMERG, BHBFHAERT SR
X, BVRBETEHINE, WRTINE, REREE, XPMMEBEFRA “S/EER ( Bubble )",
WTFBERR.
I D: IE A B HH attachEvent REGFEEH, HAMhXKE234EH addEventListener 45 7E
£

BARZE
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=1 O

Nk AT]
S 4.16
AR PRE BT B R 3, RS R N 3,

function getA() {

return this.a;

}
var obj = {
a: 3
};
console.log(getA (obj))
SI’% 4.17

HHEANS, ERSEMNNEIRHT.

var arr = [6,2,10,5,9,5];

arr.sort( );



)75 4.18
MHIBRZA E B P RYEE 2 TANEE 310, JF HAES 2R - A58 2 TS T s I —AS8 MEL

var arrl = ['a','b','c','d','e'];

var arr2 = arrl. ( , , 'newvalue')
3/ 4.19

KTHIFRIE, W0 FBikh ER R :

A EMRPOE B IR, TS E W B AT Y
B. B WMHEHIRIUT & S, PR Wk
C. RENWGEEREA AR, & WLAITEALL TP : event.stopPropagation(); 5 event.cancelBubble

= false;

D ARANHEMGSER, XN FEHFEAZL: focus, blur, mouseenter, mouseleave

S 4.20
Xt Et jsonp 1 document.domain-+iframe MU ISH) F[7], 43 57F8 B HAR RS o

JEEEK
416 .call 4.17function(a,b){returna>=b? 1 : 0;} 4.18arrl.splice(l,2, 'newvalue')
4.19D

HIREMSEE

g
BURSSHMMBE R T THREN SN A%, AmIF WA Fsh. BRI TAESE 7R
KZH L, BHREMMEENTHGREMUAZ, KR MAEERIICEEzHENT.
o HTML SCRYA B gt —#4%, DOM & LT #AES A BOARMERE T, jQuery 7EARUE DOM
API LR 3R T 5 i AT B2 O 7 R4 DOM 4
o JavaScript ] Object A< & /&2 —> hashmap,
« JSON i WS HUELF S0 B 4 R Ak R A AE DR BB o

FAZzBE—HERERARZRLE | 131 FH
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o BRI A RS EE AR .

JLBY LT o

PSSR 5 | 4558 5 2 ) — i) i A 38 ks 2 SE B B S BT AT
Facebook ) React 7E1E 4 DOM 2/ 5% T Dif B,

WA RSRER SRR T SR EURESME L AR AT ) HTML, CSS 2 sUH = 7]

W% Nodejs BFITRAFIM, HdmIE7EARIHBOR ML BOEIRALE TIE, BIRSHSHEEER/ILN

HE,

il 5y Bt
Bl 4.19
FBIHSEB— P RRE S S!=5x4x3x2x1 =120,
& mtn
ERBANERE, FEAHNSENRALRELEH,

function factorial(n) {

if (n === 0) {
return 1;
} else {

return n * factorial(n - 1);

BIRE 4.20

RS EB RRFEREL, ZH BN host § 3 host SUAAREL
IE——FO %fﬂﬁﬁ:

127.0.0.1 localhost

127.0.0.1 dev.taobao.com
10.2.3.4 test.taobao.com

, FBBRE — JavaScript JHIAEE



10.2.3.4 m.tmall.com

10.1.1.1 jhs.m.taobao.com

LS

127.0.0.1 localhost dev.taobao.com
10.2.3.4 test.taobao.com m.tmall.com
10.1.1.1 jhs.m.taobao.com

T —ME AR —AN 1P, EXR A 1P W ARG — 1A, A MAEA TP RS E
IR AR 2 504, B A : 127.0.0.1, %t : [“localhost” ,” dev.taobao.com” |, PEUaARAY
BBk,
€ i

R, BHET, ARLEZBZBMUEESE], A JavaScript ¥ R/hashmap 4%, 54

A key, IP 79 value, XFFiBMAHTHEATEERR,

var host_ip = {}, ip_host = {};
host_ip[ HOST ] = IP
for in # M JavaScript *f £ /hashmap VAIP A key ik & # 4 % value & # # 4%

for key in host_ip

ip_host[ host_ip[key] ].push(key)
EEL.

"

1. hashmap 7£ JavaScript IR A, JavaScript Xf % /hashmap HIA T =
o key (EME—, TTLIFE O(n) Y E)R A TIAE X EHNHR
« hashmap ZEWRE, BEIFAE O(1),

2. JavaScript ZEHH%0IR for in, F AN F R B AIE split &,
3. Nodejs ERENR. XHER, R EEM trim, EASTRESR\n H\r\n,

FRAZBE—REEERAZRLE | 133 5
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BilRR 4.21
YRR HATEYE . M NA — K3 P BArR sh B3 B ERE ST s

{
mouseTrack: [{move:{x: 100, y: 120, speed: 21.002122},
{move:{x: 102, y: 126, speed: 11.250001},
{click:{x: 100, y: 120}}]
}

mouseTrack ¥ P MBHRA 2 TRE, FnBABh B MBS MIE Adi. Hp
speed SEMFAME, Fon LIRE B GBS BS AT RO AR, EEIBIEXHERNE R R EE
M, s, R4S IEE KR ARG %, RARBE AR T,
& man
1. SEENER. SERSIAEFTH, TUEERIARED FHI T,
. BAREAERFHRUFHEEALE, THERFIUEERAS 128 UG ST AOFH
BHF AKX,
3. EEHINFSTUALRBMNESR,
. FBEEHEIE, P minijson MR RF.

N

S

BT 4.22
SH— R, MA—FE, KB REBNEERN JSON i 8, RAGE, AR
FFE N A Z4FH) index FZFAT o

console.log('{"yes":"ok"}') // accept
console.log('{"yes":["ok"]}') // wrong:12,")"

& min
FIKT— JSON SHETIEEAZRE LM, HHIE JSON.parse 9 FH BT, AT EHYE0E

B MHENVEEML, BEA—LELDEITONRE,



LNT R Y]
S/ 4.21

i JavaScript SEP— /N SO GRETUAE/D ), RAEINT O (BAfERRRUEHEFHI5EE ):

o WIERALET, W7 LU A — B AT R R L

qmm,ﬁA~¢%%%ﬁo
e get, REMETTE .
o delete, MIBRHETITE,

o print, 3 AHLE T O T ENZ o

HASRHE F A I 77 B BICR AT

new heap = Heap([1,5,3,8,8,5,6])
console.log(heap.print()) // 1,5,8,8,3,5,6

heap.insert (4)

heap.insert (0)

console.log(heap.get()) //0

heap.delete ()

console.log(heap.print()) // 1,4,8,5,8,3,5,6

SJR% 4.22

IS BERsr, H JavaScript SEB— %, SEBEEAK) push. pop. top. length M,

function Stack(){

this.push =

};
this.pop =

function (){

function () {

BARZE

FIREEERRERL LG
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};
this.length = function(){

var stack = new Stack();
stack.push(1);
stack.pop();

IET

(iF]y

IENZRIAR (regular expression ) J&—FhFik CAR R (BIFERFRLEEN ) Kk, AA5F
FrERpR, W VR A IBECSCAM TH, thin, EMFRXAL H—4> Email #
WSS, ARG BRI E — AT R 2N Email #ilik, JavaScript A IE N ZRIARIA R 2SR
Perl 5 #57 #],

IENZKRATESLBRIT A AR, M ScA . BEf PR | ERERREMRIE. €
HITEIRE DS, ERESHTEHY, HFAMEER, mMEEA ERITAESERK, FIRER
1,

JavaScript $24it T 6 NHERTIENRER, HPWNZRENRE S, 4 MEFRFHIT
FWTTEE ., HEEFMERXLET BN AEMERS & .

» RegExp.prototype.test()

« RegExp.prototype.exec()

String.prototype.match()

String.prototype.search()

String.prototype.replace()



« String.prototype.split()

i 55 By

il 4.23

HE H— Rk HR {2 sk 9 IE Rk 2
€ main

WAE S FH It ENRARTUSEEEE SR, REARRH—-EFENEIT,
B, BFEHIIINZE @, MARMENRIRRE— T @ AB T,

/@/.test ('abc@example.com') // true
HR, @it ENBINZELE -
/@[".]J+\..+/.test ('abc@example.com') // true

FESRBEG, .1+ RR—PHEDE OFF, +R—DHBSMEREFT.
&/, WHHINEPBAELRZE - FER,

/.+@[".]+\..+/.test ('abc@example.com') // true

FENENRAXNERIFEFZEME, BEFSHATRUNE, EEIUETES, FH—1TE
SR IENIZRIE T,

B 4.24
HE —PMENFIRE, AT LAREGE U 010-12345678 X AL IS S B X5
g min

AT EKRE, SREBIESHBE "XS-8 UAHMSH" HFN,

/(\d+)-\d{8}/.match('010-12345678")
// ["010-12345678", "010"]

EEBRED, (\d+) RR—PHE T, BERTEFRRXNMALE,

RAZ 8

MEEEKAZRCE | 137 5F
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uNT Rl
SIf 4.23
T BT 5 IE N /[ABCD]2,3[a-20-9]+/ VL i) 2 o

A.BC B. CD1 C.CCab D.Bl23abc

318 4.24

RN B — BT H Al JavaScript MR F I, T 20K 75478 BT A [ LS SRR A ¢
SR, GRS G R O N R, T I N SRR SR AT R B R B R
FRH . <a href="{href}">{text}</a>,
2 FHEE: { href: '//www.taobao.com/', text: ' HMEN' },
FOR

1. i gs 1 T IR R T A A6 4G 5 S n] iy i ] 3Rk =X

2. TR REE RIE N R AT . DL AR AL,

3. fE AR JavaScript 165, AMKBUEMTHERBZEE .

Node.js

Fisr

Node.js /& 2009 4F-FF i XA 19 iR 55 3 JavaScript R, BHET V8 5% k-, RAFMIK
o, dEPHZE VO M, BHARE . mPERESRS, &8 TH M MM HRAR T . H
Node.js FEEH T H npm B & X MR FRKHEEIERS .

Node.js 45 JavaScript #7 3k TR AR MASZ BB, AMUUELL JavaScript REGSH AR SS St
Gk, [FREARTRIT R E W RAE R 2 IR TR, QSRR Node js A TIRS st &, FRINETG
S JR JavaScript, ] LIS KBEARE AR R B FFHS o (5 BY JavaScript 2E 351 Node.js B B
FiME, Nodejs I6% & G IR SE ™ i R ETF 4

Node.js fJ# T V8 512 b, FrLUEA] V8 SCHFHY JavaScript #EHT AT LA Node.js S24¢, B
T4, BR 7 ECMAScript #LiEE XAYTE = A APLTEHISN, WiEIFAMHE. Nodejs AE
HC A APL, X TARLET: B RS0 APL A RESLELRYZORE, HLANSCAFREE . M4, Nodejs 24
THIXZ 1) C++ binding APL, AF7KA41 Node.js B ER /A AR



Bl 5y B
Bl 4.25
15 A1 Z LA module.exports 15 exports (AR R .
& ma
module FI exports &2 — MERXHHI £ T o
EHmE, SR ORIDETHERTNE2WEETHN, .

(function (exports, require, module, __filename, __dirname) { // & & #)k
console.log("hello world!"); // BR¥IXH A S
‘\n}); // GEKHE

module F0 exports B2 LR H T IS E, HP exports 2 module B M, BIAERT
B—PNENR, 34 require — MERES, LR ESEMRZERN exports B4,
7 3E repl R 2 T AT UG FIBGIE -

console.log(module.exports === exports); // true

console.log(exports); // {3}

BRERRNB BT £ B exports.key = value B 5], {B20R484& exports ENEE, iBiT exports
= {key: value}; 9 XN TRB, HREER exports EFRENSEHF X ZiE#H KM, JavaScript
EERERN, WREXNER, FEMNESI A, exports = {key: value}; IR EXT3IA, XM
&89 exports T~F$& 6] module.exports,

HEEF —MEREALXIEBNEZRN, FEiBIT module.exports = {key: value} K7,

il 4.26
Node.js FEPAT require(id) A& /BEREHR B —MEHR 1) 2
& s

Node.js P 1) require(id) 147734 3 f1ER . SINAEER SIAXHFERFS|A—E,
BiYid AT AT B EIZERE— N ANEER . XHEREES, HE— I REBERN, B
MRFP IR

Y id 2N BEFEN KD, RRWIAAR—DCHER, B XHERTUE M EI X4
N

BAZE—RECERARZRXOE | 139
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Y id BAR A REROAE XHRRE, MEIAAR— N8, XNB4ER1BE1E npm £ H
B=RR, BRI 09, MEETEEE T F 4K node_modules B R PR EFEZE WRK
A, BE—RBFRFHITEH, EFIREETH node_modules, XN T U5E T module.paths

SEI

console.log(module.paths);

// W

[ '/Users/jacksontian/git/nodejs/repl/node_modules',
'/Users/jacksontian/git/nodejs/node_modules',
'/Users/jacksontian/git/node_modules',
'/Users/jacksontian/node_modules',
'/Users/node_modules',

'/node_modules' ]

FHHEE, BB HHIR XY packagejson, ZXHH main TEFRPTXNMEHAOX
%, BB 8 A B R SR,

YiBIT H AR ERAER N, 0RRBH T XHNY '’E , B X HEHFTIH,, Nodejs
BRIMX & #Fjs. json. .node3 ¥ EE, MRBHMY RE, Bikjs ¥ REH#TLE, R
RERMY EBE, 10require(/index”), FHEiX1% indexjs. indexjson. index.node ORI TTE
#H, HEEIHEAMIE,

js XHEHABLANW T LREHTEE module.exports,

(function (exports, require, module, __filename, __dirname) { // 6, % 8 sk

"\n}); // ERNHE

json 13§81 fs.readFileSync() #1TH0%, SA/EHEIiT JSON.parse() BITHEIHIXT RIEA
module.exports,

node XHEHERBHNEE TABTRE, 7 Windows FHEILE.AI X4, HEMBFEE TR0 XHo
EREBETENEN, EFEAFETREENRE.



Bl 4.27

BERER require('.json') M N AR E JSON 342

& MR
Node.js PHERIEPAE /0, {BR require — MRERFAERPFAHN, XHRMEELHAITHE,
BHTEEK require MRFEN, E AT require R ZELEFREK, BRNMBNEENE
FRE, FHRBIMIMTHE,
Y@t json WAFRMBEXHFRBERSE, BAEFARNSSBRXLEEERET, KREHES
HBAENFP, SHGCHRENRFLR,

Bl 4.28
Node.js H #5745 /O R UM 1717
g mm

Nodejs 895% /O BEEHERN ARSI, HPFY /0 X AR IO WL /0,
EHAVOMBRT, SXEFSRAR, SBFHRIEXE libuy RS, REERE,
LHE VO MITREAZE, SER—154, SHEANERPLINZENTE, SBEEH,
SHFIT R R G BRI E NMEE &M IT,

M 1/0 5 /0 NERAETEARTELRMRIHTLIE, MEASAEHERNIRED
i#@1T IOCP/epoll/kqueue/event ports SKRIKEX M £& 1/0 HIEHBASY,

555 4.29
Node fF#HFEA T4 JRHH?
& mmr

Node 8 F#FEHEERA child_process, E{UBRIERLH API, BEXFFARRE,

FHERZARIRE exec. execFile. fork. spawn 4 5% 77 7A5F0 execSync. execFileSync. spawnSync
3NEHIEA A %

child_process IR 5B ERF KR APl X ZIEF EFHRZEH % spawn F fork HETHEH,
ILIXLE API G2 R F RS SOHR Z BUR H IR S RN AR,

)32 kM F 3EFE th 2 — 1 Node #ZEY, ST INA R N2 2 (8] #4715, Node W32 T IPC
%), REK API A child.send() I process.on('message'), EAIHFERREEET

RARZBE

FREEEEAZEROE | 141 5F
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BAREHZEM|, UNIX T4 Domain Socket, Windows /4 Named Pipe Ko

B 4.30
Cluster J&fT4 JRHL?
%

Node 8 cluster #R i T 2R Node BHB T AT AT A RER KL% CPUMEIRE, 550, 1B
it master-cluster 230, ] DAfES Node N AL B EIREE

Cluster BYJE/Z =2 child_process #£1%, Node #iZEIBER T oT UK XL BHSE RSN, BAT B
BRERBENR, 835 TCP. UDP %, H—/ TCP ERNTHBRLXI FiHiEE, FiHfEsE
PHRIEE R ERE Y TCP E1E, X Cluster I DURE fork HBESHEH RIRM FHIZE, XL
FHZEE9%BIT IPC BINLF HZXNE— s 089010, B, BENHEREBEEENLE,
TUBENERHBRNREERS,

NRA-T]

SJ& 4.25

WS — AR, EoRAEWEL npm #AT R, RMMINE, BB7ES — I H TR,
31/ 4.26

R TARMEETE, ARV EZS] npm @Y, EXHTRIMKEE, HFE
RALL N AN AR EE A, BB RBERNTTR?

S 4.27

el BEEL S Buffer —1 Buffer?

S)R% 4.28

Al 2B —> Writable, Readable. Duplex Ji?

S)R% 4.29

AfATHIE Session f & 427



3]# 4.30

WA SERAE AR B F R R R 7
SJ/% 4.31

SH—ARE A ShE S #Y HTTP IRF55ERT

HIIRAESR
(5 F1o

HISHESEAF e Web N F & HH i) LR B/ gk [l 25 .

WS EAER, G4 aTwma s

o Q0 R S P TP AR
XTI PN R, R ER ZAERAELE, BT IERMITHIH jQuery. Angular Fl React, H:
t H Angular ] LAFRTS b RSN RIHESE, T jQuery F React MIBIEH I HEZLHIZ AR MY X 5]
T HEZEXT T Rl ) T e B T 58, 2SR AR DR e O 43 [l

jQuery #2417 —E#AE dom FIKE, [FBFHMI T AWM RE, EHlE T —-MAFNEk,
B ass WAL AR AN W SR R APT” S
";é\:o Eﬁ{/j\_ﬁ‘q:§)§\:

o EM—UIEREET DOM #4EM

o BdEA DOM HE XA, TEARETF RS SNSRI,
React [ jQuery B —2F, $8h0 T XHEMH KR, BRNEERE: TR R4, #RHE
fR LA A — render 77 BRI EARTE M AT BB E Y AT AR H) HTML, 411455048
RABUEEE, HHEZE IR render J7 BRI DU . A LT & AR

o BEEEEAET, DA RA A — MR

o FERFETIRZR DOM BAEMESLIE M TAE, FFAE RHE S aEgE T,

Angular J2—E MR FTGG LT HRAESR ., B EEREE.: AP EARRNRE, B
FEZRI X SRR AR IC AR F rf B4R B Bl R R, SRS, RILZSh, BT —R 5
MEmmZhee, Blansisfb . BIEASE, XEAFHFR, HERS0T:
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o B DURIAS BB, B AR AR I R BREE o
o EASTI T HURF DOM Z[EI AL n] B 3168k,

g
i 4.31
AR IET jQuery ML AFFF K FNEET React LA AR S [H]
fRAR
KR
o jQuery A% & BE BT I KURE DOM £ API, T React I DI E TR AAH
Hik, AUESTEEVGL. BEEE. AFEHSXBONBT,
« jQuery BT FNER K LA MR ETH, RIDE2HLSHE, React BILFBH—DH
ERFR R AERIBEIEE S HTML, RESREHRK,
. jQuery ORISR RIGHBAHE G, React B4F 42 DOM B, 46 FHIEH
ER—HEH, EHERBRAGNHKRERR-,

&8

BilR 4.32

fAI A EET React B FLUX 2R ELAR P A (A1

& man
ERROEIERZ . WO B ERENN AR ZNEIE, 7 React 1, BHENEIEELIZZE
iF props RELHMH, L NAHEERBEBARRNBRNFAHEGE, EREBESREN 57
BUHEEVRTRELWIXAHN, BRBREM, FIAEE—DAERGXLENHEIRER
Bk, Mg HEBEERIEEXNEAGFTUENERN, X FLUX ERANEE])
M, Bribz s, FLUX#ESIANT Action 894, X MRS ARG EN AN TY REN,
1T B R B h 9 — R BTk L Action Rk For, N A/AFEHNEIERELITE S Action
RE B ST, XEFERRNOR IR TN KB EAEEH#HTHRS, FOHRS
BIEAEZLENERE 2 KB EE X Action ETTIL T



N ]

S)3 4.32
fai A React ZH14-H A=A 3 o
)@ 4.33

AR IR LI 52 Ajax ZRIBCECHE , AUPENEZE 7EMRHL?

Biin Ti24K
w4
Hidm TARA P
o JUIORU, Bim LARBM TRK—TRA, R TR EE S kAT

i i
ARt &, SCBESOT & . AxkEE . BRE A B,
o BRSORUL, AT T RS BRI & W B ROARAS AR A PR AR ) TR R i — R IR,
BIESEH, AR, W, HEFNE.
IR TRE—NRE TR, TEMNKEEGRPNE N TEAT, K5 FETERERY
MR . B R R  TAR AT AR AR I —3 5, AR 8 T BOR BE B AT & i
FESER . AT TS SRR TR .

BAATRESN], Aimst RN AN TR 20, RE—E0RE, IAFRETE
AR fRISRUL, IR AT AR E 44, WA EOR M, AR TRE I,
TG R R E 2 SE B A A D R . BAARA I FJLANRE

1. R EEBEAWTY K. R AT R EE Bl s I AR, LA A BT AE e 2 AR

£, FERS Zh v W UM HLA FE A B4,
2. GRS . FHARRTIG R 25 % MVC HESR A — 2R, 17 BUAE B4 o i 2 A s
i) APT IRBUEUE, TEIE A CRALELEHE, FFETNR MVCHERZ ARG,

3. BYUE R AR . BTEM AT T A A2 NFEE, a7 HKENFFIMNBRIE
BRI, X P BRI TR

4. FEHZRMRAT, A TIRESCR, SEMETEE, iim LEAERSEHES HIML, CSS,

BRzB—AEEEHAZROE | 145 TH



)
®E

146 | %£4F Web flisH%

JavaScript (U5, MRS HAMRE, BATRESREN B, i, HTML M Jade

#RE, CSSHless 5f Sass 5, JavaScript F ES6. TypeScript B{# CoffeeScript 5 .

5. PR TR ARIIZAK . BT AER: R LA TR, T 3AE A s T BA AT LA
KIEZULHAN, BEEAARME, BMARASTACH—5, WTHiEZ AL B

TAE, PRUEMEN, SR REE, HORBEC R —A KR,
A LRSI LITH, FEAUTHEA:
1. ARAESHLE . PRIERIBATA B LA IR MRS TR & A
2. pSCEH: AR TR ARSIRES AN, HRE - RBREItHEET,

3. BRHVEER: —J7i, A RBOBLRIIZRE TSR ; 5 — 7T, U AURIEX Lo ]

IEB A B B A i B B

4. ALK 0 T RIES H i TR BB RARE, Aok, aEa i

i, i ELGRR %R A SRy, TRAEE

5. M. ETHEHUGE, AZPRARSENRARN HEN, I BRI S mSieE.

6. #hE : KA AOIUIDERE B IR

Pl 53 Bt
iR 4.33
REZFE SN SARER, AT PRI A8 SO BB SUR AR A7
g i
—Fh AR EA HTTP LB 8, EENEBABEE ( RFHEE— MG HEENE )

Cache-Control: no-cache, no-store, must-revalidate

Pragma: no-cache

Expires: O

@%,Eﬁ—%,mﬁ°hfwﬁﬂ§Tﬁﬁ%i# RIEIHIRFE, BAFITIE8E
REFRTTER, AEBNESXHE URL II— MREASHEH/IEATBFHFH, X

BREH, REF—TRES,

<link rel="stylesheet" href="a.css?v=1.0.1"/>



EREXFFENFE2IESNERBRBRNTES=ERR, FAHTML TEAEFHSEEREX
HERETRERT BB LE, " EFRNBSHREXHELE, BTENXEHAPEZNEER
8 HTML 1T, #9088 S B0,

B, EFNBAFER, BEBSARXHENRTL, REB— T2 XHE,

<link rel="stylesheet" href="a.v1.0.1.css"/>

BHERRER HIML REMNSSHRNRASZRRYN, BREAERT, RELIFE
Ko

B8R 4.34
Ha BRI AR, DR A TR AT RS
& min

BAREIRATETREMNERT, UXRBRENBESBITANERNHEE, bR, 8§
SREZFENNEE, MARZITNAKE, & I JavaScript REBRELETRWT .

e JSLint
« JSHint
« ESLint
« JSCS
B 4.35
ARG FE (test pyramid )7 FICIE . DhBeMIR . Sxtomillialny & R4

& wmir
WReFEIENE, WXBUZREBRGELEENE, BEEENDIGE, BEEFZHNEA
B, TR a3t i BN 1ZE R DN
BMRENR, HENEMRESEEMERAONE, ERMENE/NER, TIRENRIENE,
H R BAENE NN, mXwMAIENE, BNRGREREIAN, BB
B fJFim— AR a9

MERERKRERLE | 147 25
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N AT)
I 4.34
W HIRETAE R RRT B E TR, UGS T B RS,
S 4.35

HTRIETUEYERE, TAEXS IS F1 CSS SUH#HTEAE 56 9F, 1M Nodejs SLB— M ard 17T
HAX — Ik,
fRAE :

« TE CSSH5I AR —~ CSS WiEEN

@import url("b.css");

« JS ii1d import “my-module.js”; LT | A B — MRS,
o« CSS WA TSN app.css, JS BIA ISR app.jso
o« PHPIFRE dist B R
2R
o MBS TS T CSS SUHE IR IEUR H S5 USR5 19 30
o app.js. app.css 2t & AT Y 280 S04
5)7 4.36
BRSS9 B P AT ACE T K 53 SRS

AR AL

v

BT R AT F ERER— 2SR, TEMATRERS . $UETE . SaEms .
B R FRAFTIR . HE TR IRV R SO SR B S B . R SCFSMIETR, &
BYAZEHLSE L AL BRAE S TRT B8 . BAMMERIA T HURA B MBE Z MIC R, RERATARE S
TERAE PR BR AR, EH 325,

1 BdEALER: Bk k. &t
2. AR RIEE TR (RIARIC ) AMLEi@E mss .



3. PRI R 5 PSS R R
R TR R — R T R, T SRR AL T 500 . BTl AT
ATOALAT. R AT R R (TR BF R, TRA AR REL A 1Y), fE
SR O BT AR RE
iR

- ARG, TR, Egam,

CHOE: BAECE. RN BEIE.

o GEHHAMT: BUEANEE . S

o TTRIEEE B AT L A BRI

o CHBL: INALLHEYE,
THE%E

o WEHLGFE: JavaScript RFEFEAl . Web $HE canvas, SVG. WebGL,

B8 53 Bt
o= {5l 4.36 ‘ AD
T canvas, SVG HIfEREH LA o
A canvas /& HTML5 i Mbn%s, ATRAZHINIEL,
B. SVG J& HTML5 #i¥atrss, AL R EE .
C. AJ LIl &3 T A (bl Firebug ) SR canvas F2HIFIITE
D.SVG ] LA a pR28 e SUBBEE o

B min
AT EEFERELENIIRS ., BRE AR canvas 1 SVG, BEBRZMEEASL, RN
thEZEENRBE SRR, SVG ITULHI R ER, (B EH TR HTMLS i fiRss, B H XML
YRR LE, E—RAMPENKBEMES, THTEIHHSAGH . BHPEH Web
BT E, AFPTMEZEAREXELZEEG, TUATAXFAET EITH SVG Big, Bit
HEIARILKERFEBZEINEE, FH o UMENEAE HTML Pilid X B 28k ME  canvas
RERTRHER, canvas TERAFIHZELHIED (ERXNEBFNESR ), (RUTERH

ARz &

FMEEEFAZROCE | 149 Y
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AR TR SR ERES , canvas 228 API SR H E X £ canvas TE AR S b, MERIT4E API
RIABE i JavaScript, DU ARSI ELHIMTRTEREHE —REFT L, FHFAET
AEEFFNNRE canvas TK,

B 4.37
AT A EA W7 K280 2 MR A R A& X,
& min

RGB: 3 MERAL. K. K
HSL: 3 MNEEA®AE (Hue ). {BF0E ( Saturation ) F1%E ( Lightness )

HSV(HSB): 3 MNEEAEME. WFAEFAE ( Value )

Bl 4.38
fnfarif 2 9K A) AABB Bl & ( AABB L EI&E LB FaEE )

B i
KB METEERNAR LR OBEXT 0 A HFEEXK ), RKEFA DN iE S 245, BiX
Lo S AFRIE—ELER, x BRHUHME x LR, x B/NHHE x TR, yBE,

Nk AT]
e+ 5]l 4.37
£ HTML5 T SEB— canvas B EFZEHL, 0T kP IEFRZ 0
A HHZVH# canvas B{# image AR TEH
B. f# [ CSS3 i transform:scale

C. ifiid canvas context ¥ scale(). transform() F¥:
D. M k&

S 4.38

D AR A TR A TAE P R IR A — R, RS AR 5 R T R PRSR W E R
W o T TR — A P 0 D D 7 R -



"Chrome":

"Chrome":

"Chrome":

"Chrome":

"Chrome":

"Chrome":

"Chrome":

356567, "Firfox":

388972, "Firfox":

392356, "Firfox":

332345, "Firfox":

378901, "Firfox":

395672, "Firfox":

344567, "Firfox":

« REERASE=RERE, UARFERNERELE AP LR,

"2015.11.11": {"IE": 135248,
"32876"},
"2015.11.12": {"IE": 125248,
"25689"},
"2015.11.13": {"IE": 115698,
"34568"},
"2015.11.14": {"IE": 145894,
"29780"},
"20165.11.15": {"IE": 103458,
"27981"},
"2015.11.16": {"IE": 110672,
"33456"},
"2015.11.17": {"IE": 146503,
"31098"}
}
T TSR B PIHA
o BT SRR 240 LB
o RGP LA IR
£
o AIAHER TE BFHLIG .
JAER
4.37 ABC

BARZ 6

69350,

82135,

65378,

60187,

62356,

64789,

76508,

"Safri":

"Safri":

"Safri":

"Safri":

"Safri":

"Safri":

"Safri":

MEEEHERERLE



wsw | B SR

BT Hn

w4

Gt T AAZ SR AL THIEGE , vTLANEA AA S IEHTEM . HATIGe R Al T
B, ®RBEH/NFE TR, 2245, 8AMHS . WEFEEEN T EBTEIES s,
TR TER R SR RECR, —RERBIESE N — KRS, WREIE T/EE—EU
P3SN [

AT, m—HETF, AfFRa 83, EYRERETFREREN—LL, EINRET
M, BLARRFEL AR TRV AT M. T E T 7% P8/ NEEE B R AR 47
L, Excel 24 THT, T SPSS. SAS. R. Matlab B 24ET-, #RERIAMRLRAIE, BNR R
KB, R4 E Hadoop., Spark, ODPS, Mahout, Xlab 2K ¥R T H R SCH 1 50
BT AR T . DU R XA THAN A, R A8 — T b B e ELVA A B Ho s
M—®TH,

Excel 0] A5 A o] B A RSl A s R s TR T, BRIC ST 2N A T8, 41t
e, SRERZTE, BEEMBANERETR, MFIERLRFEZ:, HREENTERE S
RIGSE BT A SRR TAE, MXFEMEHRMTRY, BRAREFT KAWL, H
HFBHER—FDANTE, fEEEZR, flHE. BaEhuRnrd, Fril%4E Excel HARTA
R — NI NS FEARH RE

SPSS ( Statistical Product and Service Solutions ) 4748 &4 T E Clementine (J&F SPSS 24
AR SO R ISL) , BT AR EE 0Tk A9 Excel, BB R SRR A KT ATTE, #
Ve 5, Gt RRdEE %k, SPSS MIIREL B R T A REAS I Ak, Frbitss
YERE R PR, 200N TR, S5 MERS I iz s,
SPSS AR F HAAHETEN TH, HEMEIE. nTHLARER, BRABOEIEIRIRATX 434 Fngt



BRI, A IR,

R 1 SAS AT A2 SPSS B VAR, BR T iis5 SPSS MIZEAThAES, MR T HAES, AL
SHEARHATE RIG R, EEHTEH RS EET & . %48 RBSAS, A LARREE
G AHS IR R R B AT W AURME —£ . RA SAS KEILk—BEAFER S, MEX
BN WIERBITE, TUREKEMNERM, EXRAEARENMA; FERA. il
b, f& RS BEEEHERARLRRbME, A& MTILERZA, RIRZRARKAE
FETH. RASAS BB KSR AR AR TIEH ZMSEITEMAEA, W LU R B A 6 ST
TEARM, FREETMERE, XPERKMNFIZHEIE T LU T %5 75 8 H N B R,
Mo Se I AT A, IF B AT LUEE RS AR, DR ATE =ORH8 2 B SE R i) TAERER
i, RFISAS#G T LF, JUTIIBE AT ASLBl— SRR M GE T A as, (R R %KY,
W2 BAIEE &, ¥ AR EEEK,

RIS MR LA R A BT H, BIfRRSEMA, BRI, BiiEd
252 B —E WIBR S . WREIAT HIZHE B LIRS iz e, T Hadoop .
Spark. ODPS & i 347X &KL B, Hadoop M Spark #4E Apache TR FFIR /i X R Gk
RZER , T ODPS N2 Bey BL 5 L A FF A8 Ab 32 A %5 ( Open Data Processing Service ), #2442
BARCERS, EATRIEEEIEN ST RIZHE, X=FR KA, HPARERT
AFRKZAT BN T, M AERNEIHTERFEMNEERZE, AMH# TR
BRI &R,

%tF Hadoop 4 SQL TEJ& Hive ( HQL )——Hi Facebook FF & ML HML R A TH., M
ODPS 4 SQL T-EMI7E Hive 22 Lt 798, £& I FLZH RENEERE AL BEYIRE. ik
& Hadoop ¥ /& ODPS, SQL MHEREAN AR, BARAMIERETE], Fitx TR &R Ea
o XA ERRAE L SRS RR R, LSRR 10, BT EFRER—H e, B Tt
A, BULASRARTTE], ATEEABILT ARBAR R R —RER, KR i [ 4E7E T 8B/ 1/0
o Spark fEX— i LT — A E AR EGE, BRI, R T AWRER
KR, Spark BARIARERE, (HAREH A LEIE T ¥k Hadoop HIEH,

REREHE, MTFoaIFEFE, £ E TEFABREZHNERE SQL, AEMEEE, X
AL 5553 AT TAEERPT LAE T SQL K Fe i, It 2By B B N BB N R A REZ — o
TCiS S Hive b J& ODPS-SQL, BHEEREMI T4 R SQL (FAT MySQL. Oracle % IR ),
RIF%, ROV, RER RS LUEH B X k% UDF, KX A8 r A 38

BARZE
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BY 154 | #58 KESWSERE

Grffr. X4 UDFRA LI, JEE A5 TE A,

HREAE T E B EMIZHE T HZ Mahout A1 Xlab, A Mahout 3T Hadoop A% 24
BT E, #id MapReduce FFASLHL, 15— FAEIRISIE BB A FHT1L, Wi
ST R W BEZ 8. XLab EFHE EERTF ODPS FF & H— N risiE TR, o LIFSBI A
FRIAEIE ODPS W E5E, & T4, PlLas4>) . BHSE A E M. TeRETAE K
BAE O ROEERY, FT LB XLab RE R ERM L F . XLab R T A RIERITINGE, TF
RAERERAEE RIEHE, 7R KREAR M A m £ R,

X FHRER B G AR Hacker, MHEBA MELMRAMBGET R, HEEFE
HFATRIFER BRI, IEA%EYE C++. Java, Python FEAHBIES B MNHEATR, £HH
2T Python FFFIE TEAD: NumPy+SciPy+Matplotlib+iPython+Scikit, &4 1k, FEEDE
TR TR ZEHEIZ B P IR IS I R, Ak R T RESNamisiRshbe, (s
TEFAT R MR B E NI AR

BE, MTU¥ENE, dRETASERREZHS IS, —FE, TEMERAFR
#5, TEHZRENCBE, CFEXREHEDGETRENNFLE; B—F@E, Lid
SEAIMRAD TR, BIEMREE, RIEEMAR, AR ARNTER. HE . WEAEFAN
%, ARG TSR B B D RS S o FTLAZA S TR, AnERINE T 80E B R
AfER, FTREEERJLA) SQL B REAR A7 b2 4 o vh B = B M5 B

FERTEELEL, %48 SQL+Excel BURESEMUATR ML 534 A, X T#E B HGETH FIEse, &
12 R+XLab BEEMEAERHR 3l 55 NS 5 BT R R

1581 5y By

B 5.1 A
Excel 1 3 N FZEINRER | EFER. HUBRE.

AL HTFRKE B. SCFHIA C.ARITE D.AREA

&

AEAEST Excel ML &S M%2ER, B, C. D ARZHFREPREAMN 3 TThEE,



Bl 5.2 B
TE Excel B0AS T F shief T 20 H HEH,
A . Ctrl+Enter B. Alt+Enter C. Shift+Enter D. Ctrl+Shift

& mair
AFAZ X Excel DEABIEHNELS, Excel PHRSINETLIBITHERSIHN, ERXLRE

RERRE TR,

Bilg 5.3

HIATZE Excel HSCER B S AMRBEF 2,4, 6,8+

& w7
KFHEEHE Excel PHBEFIERIE, HNEERA—RIIEAENEIE, 0EEZFINHE
HERFS
HE 1. B2 AT PHEALFIINM R (2. 4), b ERBIETIE, R
BEZ ) BTRNETASETTAN, RELREE (AT ) EHEZFFINRE—
NETHE, RETTER,
BB AR L2 Excdl BRO— P RIENAE, BIEE RO ERRENZRNSE
AN, MWASEIEF A

Bl 5.4 C
PAF %t Hive iR AIEFRZ

A EF Hadoop H¥— M EEETR

B. 3 #F SQL M IIRE

C. RRE¥Ks SQL B4l MapReduce {E553817

D. 7] ARSI TER SR B fu in#k (ETL)

& mn
Hive 7~ 5 &t 2 A MapReduce SEINHY, Fir UEAT Hive & SQL 788 & L#8 of XA 5 A MapReduce

5K IT, RAEEHEN Hive BIAIR, BTHRSMEB,

BRzB—HEEEHAZROE | 155 BH
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Bl 5.5

TERESR S B 42 BOM R 3 A SQL R4S,
AW, AT ITFE:
F A: member_id, age (4F#%), city (3kTH)
# B: member_id, orders (ITH#.& ), pv (iilal& )
BOK: _
1 A, B FELL member_id #EHEGEN, FB N member_id. age. city. orders. pv. H:HH
TIBRSIE “Bi” @M, TTHREERE 10 UL,
UL
1. FIPFEBLL member_id 7 F4E,
2. & A i) member_id f4% T B £2H M member_id,
& wwn
HEAFEEENE SQLEARKEE, BREXEEN. ZREE, SQUAREZ—HE, HiBX
EATAREBHEIEE, FAMEEAES, 5EMS,
Hive SQL & F & 16241 .

select a.*, b.orders, b.pv
from a

join b

on a.member_id=b.member_id
where a.city in ('A4&M ', &M ")

and b.orders>=10;
Oracle SQL B T & 1821 .

select c.*, d.orders, d.pv
from (select * from a where city in ('A4LH ',' &M ")) c,
(select * from b where orders>=10) d

where c.member_id=d.member_id;



il 5.6
WAEA — KBRS user_pay_log A 7 MNFEL, B P REEEEENH M &5, RE

¥ J: Fo52BE 3l (USER PAY1 PAY2 PAY3 PAY4 PAY5 PAY6), H:ff USER 2/ ID, PAY1, PAY2,

-+, PAY6 M A B AR S 1 A BI5E 5 A H S &5

1. F—H] SQL 3K 8 Pk A7 7 550 S 8

2. FA—/) SQL 3R & P X 4 30 A iR S e B H B = & S S A o

& min
&%E%ESQ REE, FEEEETHEBIEIRE SQL H— L RITNEIRBIERRE, 53
BEFA SQL IHMEEMBE LM m TR, TR, TR, UERHF.

BEENFRERINRMEKER, REHEEIH, BTRAENTCR, —GSQLITKEEF
MRPXEES ANEEXTEH,

select user ,max(pay_amount) as max_ pay_amount
from (

select user,payl as pay_amount from user_pay_log
union all

select user,pay2 as pay_amount from user_pay_log
union all

select user ,pay3 as pay_amount from user_pay_log
union all

select user,pay4 as pay_amount from user_pay_log
union all

select user,pay5 as pay_amount from user_pay_log
union all

select user,pay6 as pay_amount from user_pay_log
) temp

group by user;

AXRNBERUXAEMEANB G, FTRULRRE R TR A max #HITC R K&KKE, IE
ATERHAEE, B0ESQLEF—RRKEAENFE, BRLBIHFNE—1E, &
A 89 SQL FETERHN

BAZE

EEERAZER LG
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select *

from (

select user, month, pay_amount,

row_number () over (partition by user order by pay_amount) as pay_amount_rank
from (

select user,payl as pay_amount, 1 as month from user_pay_log
union all

select user,pay2 as pay_amount, 2 as month from user_pay_log
union all

select user,pay3 as pay_amount, 3 as month from user_pay_log
union all

select user,pay4 as pay_amount, 4 as month from user_pay_log
union all

select user,pay5 as pay_amount, 5 as month from user_pay_log
union all

select user,pay6 as pay_amount, 6 as month from user_pay_log
) t1

)t2

where pay_amount_rank=1;

Nk A1

S 5.1
£ Excel TAERFOWMARBIE TR, WM EL Boo AN M2 D1 5ok, 1 D1
BITHREMER
A B c D E
1 1 3 =§C1+A82]
2 21 4

A0 B. #REF! C.5 D.4



3] 5.2

AT E A TAER? B0 X T E LA EL B I TR
3] 5.3

%5 FH Excel SEPIEE 11 FBIEAS L ©2 BFE R

5.1: t1 5.2: t2
year month amount year ml m2 m3
1991 1 1.1 1991 11 12 1.3
1991 2 1.2 1992 21 22 23
1991 3 1.3
1991 4 1.4
1992 1 2.1
1992 2 2.2
1992 3 23
1992 4 24

3/ 5.4

THIGE, RERNE_ .

A SQL BT BR A B E W E AR 5

B. SQLIEF HARIEE L. . BYyMEEHIThEE
C. SQLiEF AJ LA B 3h 3L 306 2R H58 e stk
D.SQL & B AZHEWIES

] 5.5
TR EOR S R BOH N B0 9 SQL A4S,

m4
1.4
24

AR, AL EINTFE: Ril: user_id, age (5Fff, BUEM), city (3T, F/HFHR)

F t2: user_id, yyyymmdd ( B, $(EAY, 817 ), gmv (ITHREH, HEA)

He, 1, 2 NFRELL user_id A FEE, t1 A user_id AUFE T 2 LAY user_id,

2K

L BENCETER 3, K tl, ©2 PINRU user_id EHEERER, £ 3 WFEBAHE: user_id, age,
city, gmv_1312, HH3EHREIA TN BN, FERREIE 16 FLIE ().

2. %t t2 9 2013 4F 12 A 64 H GMV #F7RFI,

RARZHE

FEEEERERLE | 159
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S 5.6
HHE L T ESRGEIT S S BRI EAE R
L5k EEM) (trade_info ): trade_id (35 ID, int ), user_id ( A/ ID, int ), product_id ( 7
i ID, int), trade_time (ZZZAFE], HEY, yyyymmdd #3X ), trade_cat (B HBIR, &
B OBE FHEE), trade_amount (XFHEH ), trade_state (X HLER, int, 0: KIAT, -1:
BUd, 1 B3 ).
L BITHRERAEE, NZWTH SQL AR EE(E?
2. 4] SQL Giit i 2014 4F45 H AL 5 BB E . K5 BRI Z£h 8a8m, Uk
RIAF. BT, BUBMZE S BB . Ko RHAFE. 5 Ba8.
3. HH—M] SQL ittt 2014 & A B . WL H BB . ZH B, Zh A
S8, VKB, L5 SEH A HTELNE RS 88BN &,
4. M4 SQL GEit B 2014 R4 H ok —2E BN ST & B R H S ATt a]
ARSIt

M 53 #

R, BB, BREARDLNER T, BEG, XS AR B, FBhl AR
HIW R 44T, TR EARWIRT PPT it 2 & Word, Excel RARRI, #Z THEfF RS A)E
JRAT

A R A AT B L M D B R B E BRI BE T BN E

1. ZHBEYERES] .

2. FLIFZERE ST, LIRATLAR BAtsh, YEHER.

3. HEZRESMALS IR FHEURIRRE S

4. GEiorpT . BEIFFREEST
TS A
BB YEEES

BHIEREA 3T EAE X

1 M, HEYIRSERUTS.



2. Y R AL

3. EYMERER, IR RNERE,
BHEEBAENE. N, BHEEPEX T EEMENFUL,

B EYE (Logical thinking ), R AMTEINRFY MR PEBITHES . HIWr, HEEDER
UREBI ML S BB LS A R AU 72, NORRRH R B . B RAERHARE B4 L5 L)
K R AR R i = A F R R R . RAE G BB, AT EYHIARA fEAE
X BN RA B IER, #MIGRZE R, R AR BB, ENEE AR B

BB RBEN ML, BRFEGHEIFYZRER (T ERME) WAL
Ko FATIULRYZHE R F ZIGERE R BRI B, BRZ R WAL (Ab-
stract thinking )" 3% “P_I- AR A& B 487

B EAERMER, MARERMAN; 2RE—5, MARAHETEN; BELAHE.
W, fEZER%ES, ERFIME . Ak, HESERARERMLE. . %8, . HiE
SR, MEREMNZ X B ENRE, WitE B s R4

RIMTIRE S, BEARRSXFENER, BRI ETEARN T, HERE (£
FHIFH) (GEHAYE) FHE.

BliRREES, URTLESMAMNERE

TAZE TR —FRR IR 1, BATRE DM ATERA FRERMEZ R EYNEET, TLL
RIEFY ORISR, EREE LB IR BIE YA T R H SR, WEhS
. BUSA SRR T, BRA BB xR, W NEEACEA AR
L0 KXt T E PSSR b TS0 AR S BRI AR, BB SRR G F w8 AT
WAB N A EAE RS, THX G| TR IT TR0 7 —IEe S, BTk
w R AAARE R, WFEEE ERE, REEME, REETMMERA, KL THame
B, ZRESBELEHE, WIMREREBOMIN, BAR T @4 mimERnZEk, ikt
HAa o REHY, HEFTERERN, ML ERERY, ETHREZHEES, B
SRXERL Y 55 FIWTA T RN R . HEF DR CPRBhRiLIFie ) CRDLME ) %5,
HEZRGHITNES I HEUR FREE

NSz b, & ENS—IREZERRE ) WERS WA IS EURARE ), BEME
PR BB 5 T SRR R B, X RMER T AT A TTE N, B R

BRzEB—PEEEERZROE | 161 55



B0 162 | 5% HESTSHE

REWISHER, R, RSN —HEEERE LR, TMERRATA SERNL S,
WS-SR, EIEHR 55 # )& S O %o
Gt HARBF L EESN

B AT AR R AR Z R th T EMOR A RIGE 00T, SLERETF R TAE, B iZE &%
FEATAMERIFF R RE S . FREAREHANGIT k., ZusitEE. IlaEI 8%, gt
k. MBI (logit B, Pesfmt . HIBIAHIE ), REHE . WENM%S, JFREEMSITT
L TER A AERIRLA | BRIIGIE . BRIN . BAFRER DR 1~2 ST T EA 1~2
FhiER, HLA0SAS. R. SPSS. Clementine, Python. SQL. C %%,

Pl 53 By
Bl 5.7
20154E 2 A 28 H L4, SefMA BN (BTHZ T ) LM, Ll . SROLRSE
BRI, ERRHZIE, 518 TRREMEE, YR TFEFS, KBS MEREEE
HEFRERBE, BA—HERAINEE, 2 — R 4K ?
&
ZE—AMFHREE, F—EEEEE, BOFRRESREEE, TERESEZIN
BUSBEFANGFRE, WLEENRERE,
BETUMAT 4 P TR
1. BA: EBRE—IEBA, BE-ENETERNSRTEEE,
2. fER. EBOHIHRATREMANBBREE, i “PABE" %, tiini
Kts %,
3. i2. PM25 SEMAMREBMAX, RO EkE, Bt FRERE, £74%
SHEEOEH, QEHASBL, ARBEELR,
4 M. BIERE, MELTREE, TSNS HAHKELT,

f7% 5.8
FHERAREERRL, FEEAESENREMES— 0, BER—SLENYG. HFR
PRE AL 3R



& mir

HAFEETREATXERRIEENES, BAFTRLREHR

MLE L
W REIX

B ESEN, thi.

Teftali, BEX, RAXE, REREASERELT R, ERETENRFAENKIRBE

REBABE, ATR, EA—BFYHTE, YT EFRLBHFRE

HRBREBE, RRELSHERNIITERSFTER

Bl 5.9

EREEN, Bir

FEEMEE LRI 201349 7 1 HX—RM T —5&5E3, # T RRMEERIE
afr,  HRED AN R AL B R B MG BRI T RPUR

5.3: BE™ LY R v B DN R

B B4 TSR SWEM TS (PV)

jﬁﬁ%@?ﬁﬁunaﬂ W R AL

10 TR
10~50 JG
50~100 JG
100~150 JG
150~200 JG
200 Jolh b

8,000
8,000
7,200
6,000
5,600
5,200

1
1

50,000
50,000
75,000
50,000
50,000
25,000

5.4: BB RY B B A ST S Al 38

R SRR S R

KT i b 52 o et

10 TLLF 4.82% 4.21%
10~50 7% 0.99% 2.87%
50~100 JC 2.05% 2.18%
100~150 JT 2.29% 2.02%
150~200 JG 3.91% 1.87%
200 gL | 1.40% 1.77%
A

L SEMBHAILL, SRE SR AN AR B Y i A A AR 2 b7 AT LSBT 4

[F] 7

2. SR, SRR ST AR R A AR 247 51 T

WAR L ] R 7

B

g | 163 ZH
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164 | ¥5F HESTESER

REAELREERSAIN N ESHRERE, UREYSAEBNEM L, S50 EEE
HWERRRE, #TUESREEmN AT
SEER (ER) WT,
FRZ&: RENBINEEMMEATHRE, SLNARNEEMHMEATH S, XL
8 1 KRABER T I,

BN TENFRNENITUERE KTIHATE R SN 5 N TR

10 TUATF 20% 30%
10~50 JC 20% 30%
50~100 7T 18% 15%
100~150 7T 15% 10%
150~200 7T 14% 10%
200 TTIA E 13% 5%

WBAREIRL. ERMN RSN B RLEATY NP SNE e AP RSN,

TRZ4: KHHEREMBES, XHHFURRENES, MENFRUTR, K10 TUT
RN RIS, 150~200 THFENBRX B EAXHE ST 10~150 TH PN B 5o
PEAMEI. 10 TUTRENBFRAEEBBELLE ZHK, BUIKIEFH 150~200 THPE
N BB T ERNAIAT,

Bl 5.10

5 ER T 3 2014 4 1 s B SR AT R AL, B A O Xl PRI R R A B A
Sk, I H A LIAESE R R AR IR R BT, B KFEBEVCRIARR S, T4, BS%X
A SR E — e T BT R AR . TR, WSRAR R — AR TN, AR E e
AT ST R BOME S, ARG AT LA TR R AR R TR X — F2 7

YLK
1. BRA—DHRAEL, REBRITED 3 MERATR, & LR SOV IX — A
T

2. WEEAT DURERE R B R E R IM S S I (L5, LK. . W%
mE], TR ),



& i
ZE=FIE E—ZHFEM,
HAEX . W30 RERFTAHE fo
THEIEARII T o
WaRNE. FRERSI (FRE/ SRR ) FENEERSL (F&NEPV/IAPV), #
REXFGRLEE (FRXZEF/EXFEH ) &, XEEFRATHFTSOMANIE,
TRl FREAR (FRIXZIAFUFTRNEAL ) REBEAX L,
R (FREARGEIORARMAL (£5) XF 100 A (£) DUEMEER ) % (i
AES )

B 5.11

B EEERAR, HFAFEHERP A ERA -8 S LN, sy

M7 _LgsE ALY, R n] ge T AR A 2

€ mtn
HERERRASE, TEEEEUENBET EALHRLITEN, thin, TLUEERRHR
AEFSNES. ARRESEFRNTHIETZ. SATRTHENS, HBREREES
WERHE SBREUORE. HBREELTD ORISR IRS,

IR 5.12
W 4 MR HRIE BT B AR AT T M PEE IR, IRRATTEE R L 2 AN MR 100 7T,
HFRIRIR A, RIS 2 AR A, P EMRR S, BIFF AR R T 45
FEAIEIS B 2 A/ NS . IS4 BEE IR A0 R, Ve A8 MGE B R SRR
FOTF S AR B SR
€ fmin
HERERASSR, YMRIHERORROEERET. NG, BENG. H¥E. 5
PE . RRE, TMUEEDEER, L logit BT, REMSTUNG MUIINERBER, 3
N RTTUEAG RIS TR, ZRE M. Bilk. BHRLEENERTHEHETIRE,

BARZE

PEEEZARERX NG | 165
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Web i &£

figr

LR TR H AR, Web B BUR EIKM L0, R AR FNES 3l B W (1 B 2
i, Btk Web &2t 2 B EERA B L2l 5 i EE R MR BAETHE R S A LAAT
P28 i 55 2R BB P RS B T X Web BTG o RIERA, (5B Z eI Rk E
7E Web N HTHAEM LK 2T b o[RBT, =432 /) Web 35 s #0AH 241555, 532Xk SR BLSEAD
&, BREFAN A RERFARENE RS RN Z 2 L, BANEIERE X EHIE Web [
HAGZS, 7T RERZHL TEMN Web BRI NZR, 57 ZHERAR AR
R et B TIRIPE P blas i, HAP QLRGSR 8 TR P EdE 24l
Web IR5 28 00 LR 4, BEEEESMA SSL (Z2EER ) BARMEEYE; S &6
KIEFNIDS ( NMRRIRSE ) /IPS ( AMRBIHRSE ) SRORUE(UAFREE VIR, AN Z5 TR 1
FAEEE D [ 7E X BUAR SRR s BRI B k3, Ak HKAR S0 F S D EAIL I 54U P Ui 7]
Web 1 F o

Web %4 FZ53 A% P im AL 2 AR S fsum b 22 . % P A 2 4 2 ARG
B BEIEMATE (XSS), B5uhAiE R (CSRE), fSdishs (ClickJacking ), #A J5 R
HTML5 %4 ; MEARTE . X EERTR . NESSIEER . Uil s SHEL.
Web HEZR %4 | W FEZHE4a iR %5 Moty . PHP %4 | Web Server it & &2 iX JLKIE—M I AR5 #%
Uiy, HA N A E e E B R FRENR . RSN EABGE— R EHE SQL IEA . XML
WAL REEEAL CRLF IEAS; XX HAEIRIE, % UL 40 FCKEditor FA% . Seid X gk
Uite b4%; PHP Z2N—BSASUHa &R . ZREERE . REBITRIFESEE X,



il 5 B

Bl 6.1
—A> Web 1 Y Linux EHBEAR, ToEITHEARE? iHHR R HER B
& mwn

HAEENENAREBNHEELR,
BEFEXNWAR Linux THLH HTTP FE B EH#HTHHIRG, BEIEHREEANHTE
BRI,
HRBZHBBAE Linx TVERNE=FNAEREKRS/NABROREFESOL (W0
phpMyAdmin BRIAH root/root ) HEFIBERERAITSHERBRSRRNFE, BRES
BESRERRRS.

BEARBREREMARSENENARIR, BIHNW/ERHASENRSHFERAME
IVREX . ffE M Linux & grep/find S EER R ITRERE/REE 1o

B 6.2
R OAuth ZE N EBAAUEML Y FERAR
B s

EBEE OAuth INEEAA T BT,
OAuth HIIAMEAIBERS R PSR A= FEIE.
BREEAFPERRSNRES, —RAXFEES. BR. . KRA. XH% (L
40 Twitter. #18% )o
APRREBHNAF,
FZABERMIE, ZNIEBESOAPEEERSBBENGE S, LUEMREEL
FTENBR S MM s, AP RAEXBITHECHFERSDNENMEZIEM, EINEZEZ
B, = ABRELEORSBBELZFREHE—IRR,
OAuth INEFIRZANE) IR T -
1. APEE=rMs, BXFRERS DR MR TR TR,
2. B= Mk REEER— MR SR,
3. REBRIEE=ZAMIEHNEHE, BT — IR,

wog | 167 I8




BJ 168 | 6= %o

4. F=TMBRBIRE LG, BBAFPSORSEHOENNEEREPER, REXD
A2 PRI B < A0 SE = 7 M iE 501K B i R IX B IR S5 o

5. APERSBENENNE LBANE CHNB PR, BAE =M ubih o8N a5
o

6. BRAMIGE, REFHAF FEE=FMibHRE I,

7. F= 77 MIERYE IR B < R PR 55 B AR SR ZR BRI 18] < R

8. BRSSARIES A A P MBI T 38 = T ubi7 15 < ko

9. HE=77 MabfE FIREE] 89175 [5) < T B F A AR 55 B X 2 80X N # o

$i% 6.3
T X B PHP U 22402 WA S, HBIE.

$user = $_GET['user'];
$pass = $_GET['pass'];
if (!checkLogin($user, $pass)){
echo "<script>window.history.back();</script>";

}

echo "welcome xxxx";

€ m?

I EEE BRI, Lk PHP REGA—NE BB RRITTNEE, A user Fl pass B, BEA
checkLogin() %, RIGMART A Y AP LFIZILE IR, checkLogin() UK E False, R/fE
BHEEEERUE, MEAFraEBnERN, Wi "weblcome xxx",
FERBNRRAET,if HEH2 8 Necho "<script>window.history.back() ;</script>"iX
ARENTTES, FEEERAGTAE, SR IMAHREBNDESRINFRIT, ERXRRIEHF
REEEMER,

EWNSER, 7 if B echo "<script>window.history.back();</script>"fXi} R
M—f7die ) ; FFexit O ; £ UL EEHARBIMITRAIRR,



7% 6.4
TEAORBAE T AZERE? ERHHBE,

<?php echo $_GET["username"]; ?>

& mn
IR 2 PHP RIY R &, XBERBMTEERARZ, 8S% username WABHHEI T
b, REPRH T RéEHE— 1M ZHEIRNE L, B3 username 718, B FXNSEEIE
{335k echo BT E L, TEAMBEIEMARE, £ A5 username=<script>alert(1)</script>,
BIEI & XSS. &8 JA 2%t username ZEH T AR ENFRFITIR,

B8 6.5
THEXE PHP UG % £ WRA R, HEIE,

<7php

$okay = 0;

$username = $_POST['user'];

$pw = $_POST['pw'];

$sql = "select count(*) from users where username='" . $username . "'
and password='" . $pw . "' limit 1";

$result = mysql_query($sql);

7>

& min
HEEEE SQL AN RREIE, XERIDMRIEE TR AX post il KM EIRH#TEMTRE, B
EHHER T SQLIBA T, Ef~% SQLIEANRE. AESEITENESI SRS 28 SQLIE
4], SREFREGEN SQL, B1i0. user FEX post {541' union select @@version -- ',

pw FERBEE, TR T $sql = "select count(*) from users where username='1'
union select Q@@version -- '' and password='1' limit 1";
Bl 6.6

TEEABSA A% RE? FiEHHBIE,

BAZzBE—MEEERAZERCE | 169
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<7php
$uid = isset ($_COOKIE['uid']) 7 $_COOKIE['uid']l : NULL;
if ($uid !== NULL) {
$flag = UpdateUserEmail ($uid, $_POST['email']);
if ($flag) {
echo "Update Ur Email Address Successfully.";

} else {
echo "Unknow Error, plz contact system's admin for help.";
}
} else {

echo "Login Required!";

}

7>

& i
I EEE PHP REG D40, XERILNEEEAR, WRAFPERITRM cookie EHBEE
T uid, FAMEF AP Bt
XEFAENREOEE, TLUEITME uid BNEERF OB, BAERFT update #lE
B, RIBAERE T uid BEAZE, REXRANNAFARESFIRZEKRNAFLF 2B HAZ uid
AP,
BE FARAEEFTNFE, BEIHMERZ ( 40 session ) HEI N AL EEAZ uid AP

Bl 6.7

URL Bk IR 247 AR faE?

& matn

A% 8 URL Bk RIEIE X AR,

NBEEHNEMNE=ZFNARE, UREESNARDBRERNENZESEFSIEFEY
H, 22— MENEREOREYEEENEAEEAFPSISEERZRINTE, #
NMIRPUREIANFHITESB—ELLPE, FEFG T IESIETENRERE,
3 URL BhE— MR H LRSI A=

1. META #R3EA kS,



2. JavaScript Bk%,

3. HTTP k¥,
BT GET 3% POST (9 AN EUCIE EBk K URL, RERBE LEH/LF TR —RKBkEE
BARURL, — 7@, HFBPHBASIEAN Meta. JavaScript. HTTP 3k, Fril&BaIgE% £48
N ETXHRRE, 0XSS%, B8R, RfFERENT URL Bt ARSI A TFE— RS,
BASKERAPNESENTENLESERTER, NRBENITRTESURLEE, &
HERBUREIENEA T ENE =T,
EEAPE2TRMER URL BHEREXRRREZERIRMENA RS, MSLEL "hR” = KHEk
i, INF-EHELYSHDVEES, BERK, FEY, f&58) URL Bk, BaTRIRE
BERAMET ‘B2EFX" N—ERELBRF, wEsgIMEXNT URLWEBEHTRERE,
BEIFFALSNRER URL BEEATFBIEH BB RATEN URL, i—EiZ URL 2E€
LR RENR T ESBEL L REIWSET,
WRSIA-—LERBHRESEBT 82" A, IFTREHEEISBRENE, Bl
BRO—EN B ARSI ANTE 5 S0 youku.com BIFLSR, BRHEARNFERKEE URL 2ER
youku.com, 0% youku.com W& — URL Bk#%iRiE, BSBELSINNARBTAIEN
BZFRBYEFTERUS, RESERERA,

Bl 6.8
THEBRBEE AT LRE? EsHHBIE.

String downFile = request.getParameter ("pdf_file");
FileInputStream file = new FileInputStream("/upload/pdf/" + downFile);
DownFileUtil.downfile(file);

& min
AAEE JSP RIG L £,
B request.getParameter("pdf_file") KXW A FHAMTIZIE, 7 FileInputStream
file = new FileInputStream("/upload/pdf/" + downFile); XETER A ARTIR
EREEXH T FIBAFEA: http://wuv.exp.com/test.jsp?pdf_file=../../
e/l ]/ . Jetc/passud, XFETTREER .

RARZ 8

FEEERARERXLE |
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HH 172 | #eE m2

String downFile = request.getParameter ("pdf_file");
FileInputStream file = new FileInputStream("/upload/pdf/"

+ "o/ o). /etc/passwd");
DownFileUtil.downfile("/upload/pdf/../../../../../../../etc/passud");

SRS Jetc/passwd ¥ T #o

Mk ]

3] 6.1

252 fuzz?

31 6.2

AT Pl A N SRV

37 6.3

P A TR A R A A7

)7 6.4

TERBA M 2ZL2RE? HsHIFHBIE,

String msg = request.getParameter ("msg");

if (msg.index0f('<')>-1 || msg.index0f('>')>-1) {
out.println("<span>error</span>");

} else {

out.println("<input type=hidden name=msg value='" + msg + "' />");

3 6.5

/N E TR EF T R B SE T 4, S REMES R AT PHP 5’5 — D 3haSTUE, /MR
SERT A, FFRME T IR IR, & TILK, MRk AW E L S EBARERAE, B
VS R BB AL 2, NIRA], A E A TP RS ASH Z2RE, &
frlEl%E, VRAEH R — T SR AE MR Lt 5 AP FE A ARE I R 2 RIS 7 55 S WL 7 3k AT ARG 7



<?php
include ($_GET["includepage"]);
$id = $_GET["id"];
$redirect_url = $_POST['url'];
$content = $POST['content'];
$conn = mysql_connect("localhost", "mysql_user", "mysql_pwd");
$sql = "SELECT * FROM my_table where id='" . $id . "'";
$query = mysql_query($sql, $conn);
if (mysql_num_rows ($query) < 1)
header ("Location: $redirect_url");
$fd = fopen("view.php", "a");
furite($fd, "$content");
fclose($£fd);
echo "<pre>";
system("1ls -al " . $_POST['dir']l);
echo "</pre>";
7>

<div id="uid">Your Id: <?php echo "$id" 7?></div>

RESMERE

fir

RGLE 4, IO System Safety (1ETF security (PREENE) KAITT ), RAE1E RS A
WRI ARG Z 2T REMARE2E I, FRAGEPRERE, HRBUE RS A
Rrteir/, MIEERGAEAEMTERE . RHEIFRATEE N BRI RER Z2RE, RELERA
AR E R RGN Z2YERIEIT & . PRHRNZ e, TERR, RRGIRS%ES
TRAEGHTEREI ., RELEIEA IR RGEBI BB Bl % e 2% 21
Ry, eI BATE 2 TR ( REEL2WE3) ), JR THEMT MBSy, SESENFEE
TR RER RN ERERAR . RRLLEHET TENRGEEGEAY, HRREE
Mk

R SMBLeTEB G E, BIRER . REHNTE . BEAEMMEHE S

RARZ &

FEEERRERCE | 173 T4



HH 174 | geE wg

GRS, MFARMERE FTHARBIERETEA —EMN T, REWH AT gtk
P4 Ta) R

i 581 4y B
B3 6.9
THIXS PaX WA, FHIRAE o

A PaX J24H % Linux kernel f— MMM T, B ik Linux P H N AF T2 BR T/ MR JE T,
—HEWIBE “ REEHH oday” BT FE

B, PaX #Li| (420 R AR B2 40 {aT Bi A8 A4S memory corruption

C. PaX /& Linux 0 FIZRVE, Windows #1ERGRIL 2HHIHZ Tk

D PaX team I\ 2 2RI A A bug 25 F 1 BE &1L 3 A Z T _E ViR # R L4

1. PATHEEARRS
2. PATEAAFEITRE TR AT
3. A RIPITIOUF AT BUA (RS, (HhnEE s

&
PaX 243 Linux kernel 89— MI0E T, Eif Linux AZMAGFER ZRFH/NPEREN, 2
— N ERNEE "RERS 0day” HFHR, F 1 RERITASSIEE T 2000 £, ELHEH
Linux RAZ AU PaX # A upstream, X2 EARE AT PaX TR AHFEY, 2 /5 Linux A
BHEH T LSM ( Linux Security Module ), LSM Fl i 7 —1# capability B9 5I324E 7 —LEpR %I A
PSRRFIFEESI83 0, SELinux 0 Apparmor B2 E T LSM F4&H, EEITEMNE LSM
HARE—NMEHZE X K Linux kernel module,
LHANNLE PaX B3EBE T Grsecurity/PaX, XAEREA PaX M—FF 185 B X F 0B F04e
M memory corruption, 53K Grsecurity ¥t X Z IR PaX FIMth1FFEMIEF KM, FRALEFF
T, EREN—ERBTEER PaX £ E X F memory corruption, 1 Grsecurity U SCIRE AL AITHEE,
BE RBAC, {B/53K 2 MM TEF 168 T . 45 usercopy. stackleak. randstruct E#52
B Grsecurity/PaX £ E LI 894514,
PaX team INAS S REF BN bug 6F THHE ( RAWHZNREERREH term ) 7 3
M REEE LT OEREHENS,



L ITEENE
2. PATIHERIBEITHR T REQHTIF
3. RAENRTIMFRTIARE, ENSESEIE

FEPHBEHZE, Windows F Linux REREHHEVFIMNR L BEEKE PaX NERHIRAR, =
MR ETFERRBRERZETORZILH RN E FZRE,

7% 6.10

R ETRITE ) ARP 3R 77 2
g min
BHEEVUERBEILEEN (BE ) EVCEENB L ENENARPENE, FREC
8 MAC Hot R W XX 89 1P, 1XHf, TN BRSEMBNRERZETEN C (BEH
), EHCHB ip_forward BEHFE A NEBEIEEHITEL,

WHE VIR I T A, FRFFEA 31T iptable NAT % ( XiE ) EALC BEH B
RiEHER ARP BB, FRECH MAC it EMAX R IP, XK, EHLB &
SBFENREREEINC (EHSE ), FN, BEHZFELRMEEA iptables 3T NAT #
e, X T UEREIMXORE RS, TANERES RN BN,

WEEE M RREI G ENMMX (W@ ) 4 C BRI EN BRI X, STIEHED
¥, FHEWEIFFEEN B OEIE (XH ), £V CEMALEARPBNE, FHREC
2EH B, EEEEN B KX ARP BN E, FRECENX, X, WXMEHBE

MHREBSKEEN C, W CHABEMEA iptables HIFHNE R, REEITH
ip_forward BSEFF X ( RIFTHE LG ), FEV C ABRIREOHLNIEERN T, X
AT U E N B R E IR,

BlfE 6.11
fA iR NTP SRRkt fY R B
€ maw

ETHENTP HAHE, BNSEEAXFMNPH—NFER
T NTP kLB T A, S&4F 7 7ES,

Mode F o XNMFERR

MEEEKRARERXLF | 175
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0 REXo

1 EERHEHER,

2 WA HHER

3 BRI

4 REBERN,

5 IR S EBRR,

6 L3R XA NTP #2#) K 3L ( MODE_CONTROL ),

7 B R ER{FE A ( MODE_PRIVATE ),

HGHESH 7Y NTP IRXEZ L TMB 4 ntpde ( Linux FEIAZERHI ntp client ) FHH, ntpde

ZHRHRENES, WA

[root@localhost codel# ntpdc -n -i
ntpdc> ?

ntpdc commands:

addpeer controlkey fudge
addrefcolck ctlstats help
addserver debug host
addtrap delay hostnames
authinfo delrestrict ifreload
broadcast disable ifstats
clkbug dmpeers iostats
untrustedkey

clockstat enable kerninfo
clrtrap exit keyid

HpF-PMHFERKENIES: monlist,

time-a.nist.gov

keytype
listpeers
loopinfo
memstats
monlist
passwd

peers

preset

pstats

quit
readkeys
requestkey
reset
reslist
restrict

showpeer

sysinfo

sysstats

timeout
timerstats
traps
trustedkey
unconfig

unrestrict

version

Monlist 5% 5] 3K BUS B £R NTP Server #iTid A S &K G 600 N E L IP, XEKE, — 1
RNEERE, BEERIE AEHES IP MUt EMBES: UDP €, AXTERT, LR

WHMRZ
1. L08R 1: 73,



2. REHIEEFE U EIEE R 234bytes:73x482bytes, HETF 1 1 562
3. 10M MBERE T UFE) 5620M HIKHRE,
SIEXE, BIFEEB— MRS ( relection ) MBS, MAF L%, REIZEF ip spoofing.
mac spoofing & — TM&EE,
L EEBERT: client 1 server #3r UDP 3 TCP Bf5, #IEH client £ server Z [8]f%
Hio
2. REBEREAT: HEZBIEERBLRIP hENZEZNIP, FH KT server, X
F server ki, XMUEARERE FEEENEIEE, T2 server WX PMEIEEH
TR, FOREZRENNHONELRIES, i UDP WA EEBEREXEZMET
XN ROE LML, BETUEEN "TIRSHER" @ server KEAKREHWIER,
THBMENBRERE,

B 6.12
AT A O APV I 0] %) SR
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MBEBE LR, BERHHIMIE, FEGD "MEEHREBERER", BIWE "BFE &
SSL £ B M 5IN\ 7 FERIA M openssl REDE R Web Server K#21EK, MIkELE AR Web
Server # TLS Stack 7025 BT#LIE R AB 4B M) 64KB EEIE ( 2 FRAZ 64kb, thFD SSL tME S
BHXER, MUPTHRBEERNX N FERAZAKER 3bytes )o

1. R P RIATI IR S 60 SSLv3 BB E, X H o 8 F ERHHITIRAN

2. REBEEZME S HIBELDH length FER, 1EHIR SSLEBEHRKE,

3. EMNATRENETHNEEENRE, AT "S53 HKEFE,

4. NS 3 "B FEIRIRE, 1§ 557 TLS Stack PEI. F0% T SSL Record F5 184D

8. mAKE 64KB N FEIES RO S T HIEEK T o

REABEGRIBE R ZIEH SSLv3 HHEE P 89 length FER A 0xFFFF, #toTUIEEIRENE
¥R Web Server B 64KB Jit TEEE
FEIENE, BRKE2FTEREHEARR 64KB, 182 RFC XHE#LE heartbeat H A KE
TeE#BIT 2B, thit2 16KB, BRZ type 1 payload_length. paddingiX 3 #84>, PRIl A%HE

AR ZEE

PR EERARER MG
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S B/ F 16KB, 4 16KB-19B,
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/EREAR Linux M4 IS SR BRI LR PID SCE,
& mn

netstat —atnp

NI

> 6.6

PR SR 2% 22 2 B R B 2B A TR

S/ 6.7

R EZ A B C M E2BEARPFR T .

S]& 6.8

ft4 52 0day?

3]/ 6.9

ot “Hxg”?

3)# 6.10

{73 WEP Jogk i 7 sU4 5 B B i J 2
3@ 6.11

252 TCP I Rl MR 1 75 X7

& [a] SR
Fisr

Wi R — A BT ROR K BB R, B —I0 AR 7= d AT 13 [ A SRS, AT 28
FHAFH 2 S AL BRI AR | HAREER | HEERRME BRI SF B PR, LURIME i DhedaiE, B
NAGEE—RER ™ o 00 TR T Rk R FE RGP iR . HEEBHREAGERS
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BEETTENBEARTES AN ZN A, FIEREFEEROIELE, ETENRG,
PAROIC 4 B B IR RS 1 7 s S HE BT BAR 250 . (R R AR FIRTHE B B m TR AR
KERFENR, HAFS AR FBERRARMET BHOER, RS TFERAESENX
BTTRL, ARTRE LR TIReR . IEE M, REBHM A T HARZE, FERGEE
BZH, BORAPRIEAES MR

TETTSRAL U 13 [ B AR TR R AR , BRI th 32 software debug, 28
IR . BRSO EARTR, H R AR A R [l B ) AR

Xof B VR B 5 — o S A A A B4 8 R R T LSRR B Rl I B A 2, IR B
BT, RERGA G SHEEN MR, REFFREN TIERES, Xt
FEATRERN T BRI KB, HWATREARRE,

W] 5 PR EE AR x86&64 L4 . H WLIHIAZRHL . Linux 5 Windows 4if2 . ZmX i H |
(IR )1 N e R s AW LG 1 53

1518 53 By
B 6.14
Windows R4tHY SSDT #1 SSDT hook J& 14?7 Linux &4t 5 SSDT AHX W (L& 242

& min
SSDT ( System Services Descriptor Table ) BJ & %t iR £5 #iR 7 3% , T 4§ ring3 #) Win32 API # ring0
BTz APLEXR T2k, SSDT H# MU EE— TR ANMII RS R, TESE—LHMER
MIES, B RSIMEMIE. RERENEES,
SSDT HOOK #5 #2813 £ 2 SSDT Fk E M 71589 ring0 BIATX API B Ethit, BRAEBEX
i, B EEXRBETREREBA, ML H —LXBORFHIEHTITIR. 4
EHE 8,
Linux T 52 X7 #9:2 sys_call_table,

I 6.15
AT B FE P ESP B p 3,

BRZE—AEEEKREROE | 179 5F




e

G5 180 | HmeE w2

& i
XEHHY M EAEN—FZ2EN, BOTHEEEL— 1N FERF, REERIEBERE, &
MBI R EEREREENRE,

%% 6.16
144 DLL %57 iGH#AR R,
% man

DLL 315N, Y—DaTHTXM ( —MHh.exe X ) 2178, Windows N1F8 FEE T
PTG B A2 B0t = (A ch, ME B ST T RITERABAR, REARETMEEN
DLL, Fi§ ez HREHI=E P,

HEEE, BTWARTREL DLLBMEFENRES, RENBRFVME#RE FRER
DLL Xt BESEHXMLRRFEN B RN DLL, WRZHFHE, M Windows RSt
BRPER, BEEXRETEPIIHNENERTER. FAXMES, EHE—TRER
ZHDLL, REBHNHER, S M AHRBEEOEENRS DLL, BFBARZ DLLNS
SRALAE R T &N DLL, X MhEHN DLL SEERLXBRORARE, EHITER
BE, BME RS DLL E¥ REERIT,

B 6.17
THEAIE AL LR 5 HIHBIE

int Mname ()
{
char NewName [30];
unsigned int len=0;
for (;0ldname[len]!='\0"';++1len)
{
NewName [len]=0ldname [len];
}

return O;
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FhXGR T,

Bl 6.18

Ay i

&
RUGENBRGATRIP BN —EXBEL ERSREKERS, 288-BRE 17
TRPRGETHIPEE NG RBENEF, EN—RBEATRFES, ENEHWN, RE
ERRPRENTS, RESEYNE—REBRESENT—HERLSR (BEXRtBERT
FRBM "ShHH 0% ). BT XEEFNEAFRNEEIE L EREERNLT, Ef
BE. KENEREEREHHRERE, A 7THRIPECHREFEFMMZ=NENE AN FE,

BRARZNEIR, BREF, BRAREE, HENEZEREMNNE, EFMENE
HRFTZ 5

MEARBEHE, BE—BATTFREBFINNRE, RI5REFHRIENFENIERE P T4
WEGE. % HNFREHXERTH, RXBRRDETFRIGEFET, BEE. NZE
HRAGERAURIBIEF RIS, REBIERTRIELRER, RENRT N ANER. E
mr. k. ZERS, BENERBREFEEN OEP (AOX, BHIEHERE ),

B 6.19

W— 7 BRI R ML A 7 7452 char buf[6) F, #I40, “00:24:E8:FA:A5:09”
FER%H char buf[6] = 0x00, 0x24, 0xES, 0xFA, 0xA5, 0x09.

void macStr2Byte(char #*str)

{

char buf [6];

//TODO & s B K 5
}
&

void macStr2Byte(char *str)//00:24:E8:FA:A5:09
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char buf [6];
int k=0, res=0, temp=0;
if (!str)
return;
for (int i=0; i<strlen(str); i++)
{
if (striil==':")
{
printf ("%d,", res);
buf [k++]=res;

res=0, temp=0;
else

if (strl[il-'A'>=0)
temp=str[i]-'A'+10;
else
temp=str[il-'0";

res=res*16+temp;

B8R 6.20

HEFES testlh, test2.h, dulingh. duling.c JLNCHF, BAEMREIT
testl.h

char m[4]="abc";



test2.h

char *m="abc";
duling.h

#include "testl.h"
EX

#include "test2.h"
duling.c

#include "duling.h"
int main (int argc, char * argv[])
{
/1B EEANKD
}

HEARFE dulingh SUHFHNAERFIR T, it main BEHH—BACHS, HIWTH dulingh 5
J& testlh L2 test2.h,

& mair
FPHEEENAZINTEE, MEFBEHERSZT, BRiLEZHE OB H KT HE,

int main (int argc, char * argv[])

{
__try{
m[4]="'c';
}
__except (EXCEPTION_EXECUTE_HANDLER)
{
//nl1]l="a"';
printf ("include test2.h\n");
}
printf ( “include testl.h\n” );
}
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ring3 5 ring0 A X 5|7 M Windows 2000 | Windows 7 {4 3 #2H, M ring3 BEA ringd A
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& min
Intel & x86 Sh¥228 2B 1d Ring RAIKFFTIH AR HIA, 4> 42, M Ring0 %) Ring3 ( /5@
BFRRO. RI. R2. R3), RO EHEHRSHIUR, RI EZMERMANIR, 25 Intel FHHNH
8, NARFIEAERIE, R85 R EHEE, BRERZIIEAERE, TJLUFEMRERE
IR, MEMEHEFALT R, RRE, §—EBREFDEEURNRERENEIE,
RNZRRENEKT, IHBRERZIEESRKUE, AHHEMREITUENRE, HMHIK:
BFIEERL R2E, BEKRWE RO BFA, IHTUEIRERERANREM, BH
) 0S, B3E Windows 0 Linux &5 EX A 4 BIR, MRAEFEH 2 E—R0EMR3 E,
DHITFHRERGEENN ARFEE, AISE—BRHNHEMRSTER E, mBE T
BRIERZGRHNONR, MEAFHINBERFUIEERE.
Windows 2000 & F 3K P Hf int 0x2e A TUM R3 #E A\ RO; WindowsXP PSR A< F sysenter J7
= BRI A A=A R3 #EA RO,

BlIRR 6.22
TR NS Y B
4w

ot 3= AL 2 AP BEIERA), BEOZEBREANT ILHNEE, SR
MR, ERESTHVOEIE, WEHENTUERATEKFFEPHRA—RRED, HiF
HRAREMIE R A X BRI, IFYIRIECN, BRRETNTRNTIRER
MREET o

Mk A7)
>)FE 6.12
ARG, ROWEVERWBICHITR (. SUHES . MEERE) FHE s &
(kR T=P =2 A

9
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AT BITFF K T —A DLLo X DLL 2388 FE = i A, B AR S e 7= i B 2
BEIEATY FRFIHG SR 28R = i 4 L R 1%, 3X 4~ DLL 2t #—> DLL_PROCESS_DETACH
WA, M ECY AR, AT BB, X4 DLL & fHHAM DLL $#—1~5
Bok LM ERFE ., SO REARIR, H24E0E] DLL_PROCESS_DETACH MRS, {L T HftH
HEZ3 1] AT DLL B 2B & 18 S A9 DLL_PROCESS_DETACH @A, KL, /A A HIX
A DLL IR TIE B AR, i THAM DLL B2 BsetE, MM e AT L e RN,
THIA], Q. . R MRS )

317 6.14

T TERAES, WA “password”, RERA (44N VC6, =173 N Windows XP,
32 (B R ).

#define key "123456"

int vertify(char *password)

{
int flag=1;
char buffer(8];
flag = strcmp(password, key);
strcpy(buffer, password);
return flag;

}
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